Section Three

Install/Configuration procedures for
Windows Version
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Llzer Mame: Administrator

Current Password | |

Mlewy Password | |

Warify Mew Password | |

o] [omea ]

Changing the Administrator Password

You specify an administrator password when you install Connect:Enterprise Secure Client, but you can change this
password.

Caution: If you forget the administrator password, the only way to reset it is to reinstall the software.

From the Login screen, select Administrator and click Change Password, or if you are already logged in to
Connect:Enterprise Secure Client as the administrator, select Tools, then Change Password from the menu.

Type the new password in the New Password field and retype it in the Verify Password field. The password is case
sensitive and must be at least 6 characters.
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Changing the User Password

From the Login screen, click Change Password, or if you are already logged in to Connect:Enterprise Secure Client
as a user, select Tools, then Change Password from the menu.

Type the old password in the Current Password field.

Type the new password in the New Password field and retype it in the Verify Password field. The password is case
sensitive and must be at least 6 characters.

Caution: If you forget the user password, the only way to reset it is to reinstall the software.



[ X

@) License key will expire in 14 days

Lok | <=




NOTE: This message indicates Secure FTP Client is already running or wasn't
shutdown properly. If not shutdown properly you must perform b) and delete
.uilock from C:\Program Files\Sterling Commerce\CESecureClient.

x

@ Another instance of Connect:Enterprise Secure Client is running. To resolve:
a) Switch to the other instance or
b} if no instance is running, delete the .uilock file from the installation directony.
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FProduct Mame: Connect.Enterprise Secure Client

Product®ersion: 1.2.00 {Build Mar 03, 2005 {11 4— 2 Current as of 6/1/2005.
Copyright (2008) Sterling Commerce, Inc. ALL RIGHTS RESERVED -
0K 4— 3

I System Messages | Transfer Log ] Systerm Log ] Scheduler Log ] Field Help
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¥

Connect:Enterprise
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) sterling commerce

Copyright 2005 Sterling Commerce, Inc.
Connect:Enterprise is a registered trademark of Sterling Commerce, Inc.
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& Help Mavigator

File View Help

Expand for additional topics

co [ Index ] Search |

== %]

@ I:Hl CannectEnterprise Secure Client
Getting Started with ConnectEnterprise Secure Client
@-@ Collecting Infarmation About Your Trading Partner
@=§2 Configuring a Standard FTP or ConnectEnterptise FTP Server as a Site
@-Q Configuring a Standard or Connect:Enteprize S5H Server as a Site
@-Q Caonfiguring a WebD&Y Server as a Site

@-9 Configuring a Sterling Infarmation Braker Server as a Site

@-Q Configuring ConnectEnterprise Secure Client for Your Local System
@-Q Exchanging Data with a Standard FTP Site

@-Q Exchanging Data with a Standard 55H Site

@-Q Exchanging Data with a Connect:Enterprize FTP Site

@-Q Exchanging Data with a Connect:Enterprise 35H Site

@-Q Exchanging Data with a Standard WehDAY Site

@-@ Exchanging Data with an 518 Site

@=§2 Scheduling File Transfers

=i Viewing Logs

@-Q Managing Permissions and Passwords
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File View Help

Expand for additional topics
Cantents |l e Eearch|

== %]

@ I:Hl CnﬁtEnterprise Secure Client
Kﬁetting Started with ConnectEnterprise Secure Client

@ ml Collecting Infarmation About Your Trading Partner
YWarksheet far a Standard FTP ar ConnectEnterprize Server
Worksheet for a Standard S5H Server or a ConnectEnterprise S5H Server
Worksheet for a Standard WehDAY Semer
Waorksheet far a Sterling Information Broker Server

@ QEI Configuring a Standard FTP ar ConnectEnterprise FTF Server as a Site
Creating an FTP Site
Copying and Modifying an FTP Site
Editing an FTP Site
Deleting an FTP Site

o ml Configuring a Standard or ConnectEnteprize S5H Server as a Site
Creating an SSH Site
Copying and Modifying an 55H Site
Editing an S5H Site
Deleting an S5H Site

@ I;IEI Configuring a WebDAY Server as a Site
Creating a Standard WebDAW Site
Copying and Modifying a Standard WehDAY Site
Editing a Standard WehDAY Site
Deleting a Standard WebDaAY Site

@ ml Configuring a Sterling Infarmation Braker Server as a Site
Creating an SI8 Site
Copying and Maodifying an S8 Site
Editing an 518 Site
Deleting an SIB Site

@-Q Configuring ConnectEnterprise Secure Client for Your Local System
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File View Help

=l Eh

Cantents [ Index ] Search

== %]

@ I:Hl CannectEnterprise Secure Client
Getting Started with ConnectEnterprise Secure Client
@ ml Collecting Infarmation About Your Trading Partner
YWarksheet far a Standard FTP ar ConnectEnterprize Server
Worksheet for a Standard SSH Server or a ConnectEnfpessica SOLLSonny

Worksheet for a Standard WehDAY Semer "

Display in Hew Window

| <= Right Click.

Waorksheet far a Sterling Information Broker Server
@ QEI Configuring a Standard FTP ar ConnectEnterprise FTF Server as a Site
Creating an FTP Site
Copying and Modifying an FTP Site
Editing an FTP Site
Deleting an FTP Site
o ml Configuring a Standard or ConnectEnteprize S5H Server as a Site
Creating an SSH Site
Copying and Modifying an 55H Site
Editing an S5H Site
Deleting an S5H Site
@ I;IEI Configuring a WebDAY Server as a Site
Creating a Standard WebDAW Site
Copying and Modifying a Standard WehDAY Site
Editing a Standard WehDAY Site
Deleting a Standard WebDaAY Site
@ ml Configuring a Sterling Infarmation Braker Server as a Site
Creating an SI8 Site
Copying and Maodifying an S8 Site
Editing an 518 Site
Deleting an SIB Site
@-Q Configuring ConnectEnterprise Secure Client for Your Local System
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) sterling commerce

Worksheet for a Standard SSH Server or a Connect.Enterprise SSH Server

Ifyou are cannecting to a standard 35H server ar a ConnectEnterprize Secure Client S5H server, use the fallowing worksheet to recard the configuration information.
After yvou callect this information, refer to Configuring a Standard or ConnectEnteprise S5H Server a5 a Site.

| Worksheet for Standard SSH or ConnectEnterprise SSH Server
|H|:|sthF' address of server:

PPort number af server;
MailboxiUser D
|F'a55wnrd (ifyou are using password authentication):

Laocation and name ofthe server public key far server authentication (if your trading partner sends you ane).

Mlote: Ifyou do not have the server public key, you are prompted to accept one from the sererwhen you connect.

|L|:u:ati|:|n and name ofthe client private key for authentication {if you are using public key authentication):

|F'assphrase associated with the private key:

|L|:u:ati|:|n and name ofthe client public key for client authentication {ifyou are using public key authentication):

|Enab|e Compression?

|Ciphers to use for data encryption:

|Message Authentication Codes (MACS):

IPreuinus page
Mex page
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File | View Tools Help
Mew terprise Secure Client

Connect:Enterprise
Secure Client

) sterling commerce

Copyright 2005 Sterling Commerce, Inc.
Connect:Enterprise is a registered trademark of Sterling Commerce, Inc.

<= Can be selected instead of File New

Help Exit

I Systermn Messages ITransfeang l Systerm Log l Scheduler Log l Field Help ]

Administrator .|
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File View Tools
Zonnect Enterprise Secure Client

Stes
¥

[ site creation style x|

@ Do you want to use awizard to create and
activate a new trading parner site?

|| es ”[ Mo ]ICanceII

rling commerce

Copyright 2005 Sterling Commerce, Inc.
Connect:Enterprise is a registered trademark of Sterling Commerce, Inc.

Help

I Systermn Messages ITransfeang l Systerm Log l Scheduler Log l Field Help ]

Administratar
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File View Tools Help

Zonnect Enterprise Secure Client

A
¥

ﬂTrading Partner Wizard |

Overview and Requirements

This wizard guides yvou through the steps required to create a new Trading Partner. v ou will
he prompted for the following information:

® Mame of your trading partner, and the type of server you are connecting to:
Standard FTP, ConnectEnterprise FTP, Connect.Enterprise 55H, Standard S5H,
Sterling Information Broker, or'wWehDaw HTTP.

® Hostname or IP address and its associated port numhber of the semer you are
connecting to.

& Your user D and passwaord an the trading partner's server, if required.

& Prowy information for the trading partner's server, if required.

. ® YWhether you will be using passive transferto select a port.

) ster"ng * YWhether you will issue a 'site’ command upon login to the trading parner's server.
. ® Security policy requirements and associated cedificates.

. Commerce ® Header and Trailer information for Sterling Information Broker, if required.

Ifwyau have all required information, click Mext to continue.
Help Exit | Mext = I | Last | l Cancel ]

I System Messages | Transfer Log l Systerm Log l Scheduler Log l Field Help
Administrator .|




ﬂSterIing Commerce == x|
File View Tools Help

Zonnect Enterprise Secure Client

A
¥

[ 1rading Partner Wizard |
Steps Trading Partner - Name and Type
Trading Partner Type an informal name you want to associate with this trading partner. Trading partner's
S50 Security narme must be unigue. Mame cannat hegin with a number.
S5H Securty Site Mame:  |[CMS
I Selectthe type of server you are connected to;
SIB Trailers ~Trading Partner type

validate Connection () Btandard FTF server (0 ConnectEnterprise FTP server

Summary () Sterling Information Braker server O ConnectEnterprise S5H server

(® Standard S5H server () wWebDay HTTP server

Click Mext to continue.

= Back ” Mext = H Last H Cancel ]

I System Messages | Transfer Log 1 Systerm Log 1 Scheduler Log ] Field Help

Administrator .|
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f Trading Partner Wizard

Steps Trading Partner - DNS and Port

Trading Partner Type the DS host name or IP address of the trading pattner semver:

S5L Security Host MamelflP Address:  |GIS.CMS HHS GO <= 1
35H Security The host part is the port number through which you want to communicate with this sener.
SIB Headers The standard port for 38H is 22, Hast's part number must be between 0 and 655345,

=B Treilers Port Mumber: 10022 <= 2

Walidate Connection
Summany

1 — Enter Host Name as shown above

2 — Enter Port Number as shown above

3 -Click Next

Click Mext to continu

= Back Mext = | Last || Cancel
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File View Tools Help

ConnectEnterprise Secure Client 1 — Enter USER ID supplied by CMS
A

k

2 — Click Remember Password

3 — Enter Password supplied CMS
x|

Steps Trading Partner - User ID and Password

Trading Partner Type your user D o he used for logon to the trading partner server:

S5L Security zer D |CM5USER 1— 1

S5H Security Ifyouwantyour password to he remembered, select the Remember Password option

helow and type your password twice for verification. Ifyvou enahble Prompt for Password and
do not supply a password, you will be prompted to provide an 1D and a password when you
SIB Trailers attemptto connect to the server. However, the Remember Password option is required it
wou will use schedules to transfer files between your machine and this trading partner's

sener. Mote that your password cannot contain spaces.

S8 Headers

Yalidate Connection
Summary vou selected an SSH based site. This means you have an additional option of specifying
public and private key files on the next page. Ifyou use key files, vou do not need to check

Rememhber Password in orderto be compatible with schedules.
2 -> ¥ Remember Password

Fasoword: |*'*'“'*‘“"’ <- 3 |

Werify Passwaord: |*'*'“‘*‘“‘* <= 4 |

4 — Retype password

Click Mext to continue. 5

= Back H Mext = ” Last ” Cancel ]

I System Messages | Transfer Log l Systerm Log l Scheduler Log l Field Help
Administrator .|




ﬂSterIing Commerce == x|
File View Tools Help

Zonnect Enterprise Secure Client

A
¥

x|
Steps S5H Security - Key Configuration
Trading Partner
SSL Security Authentication Priarity
) [#] User ey Change QOrder
§5H Security ¥ Passward | ]
SIB Headers
1 —> ¥ |Use Systermn keys
SIB Trailers
_ _ Fublic Key: | | [Browse.. | [ view |
Yalidate Connection
Surmmary Private Key: | | [Browse.. | [ view |
FPassphrase: | |
Yerify Passphrase: | |
3
ﬁewerPuhlic Key: | | [ Browse.. iy
o)
Enable Compression

2
4 ==l Use System Ciphers

2 - Specify the Server Public Key using the Browse button. If you do not have the Server
Public Key, you will be prompted to accept a Server Public Key when you connect to the
site. We can Accept and Store when prompted..

= Back ] Mext = I*hﬁsﬁ H Cancel ]

3 - Files are compressed at zlib level 6. This parameter also indicates to a remote server to compress files for transfer. This setting
applies as the default when you create new sites, but does not override existing site settings.

4 - If you will use the default system ciphers and MACs for encryption and data integrity checking, enable Use System Ciphers. If you
will use a different set of ciphers and MACSs, click Ciphers and specify the Ciphers and MACs to use for this site.

I Systermn Messages |Tran5ferLu:ug 1 Systerm Log 1 Scheduler Log ] Field Help ]

Administrator .|



View Tools
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x|
Steps %5H Security - Key Configuration
Trading Partner
SO Security Authentication Priority 1
_ W] User Key ‘ Change Order
S5H Security V| Passward |
SIB Headers
¥ Use Systern Keys
SIB Trailers
_ _ Public Key: | | | Browse. || wiew |
Yalidate Connection
Surnmary Private Key: | | | Browse.. || wiew |
Fassphrase: | |
Werify Passphrase: | |
Server Public Key: | | | Browse.. || view |

¥/ Enable Compression

[ Use System Ciphers

1 — Click ‘Change Order’ botton to put Password as first authentication

= Back ] Mext = | Last H Cancel ]

tem Messages | Transfer Log 1 System Log 1 Scheduler Log 1 Field Help




i Irang Bﬂrtner MH E

Steps 55H Security - Hey Configuration

Trading Parner

Authentication Priority

S5L Security
[+ Password Change Order
SSH Security &l Usor Key L_Chang )
S8 Headers
] Use System Keys
218 Trailers
_ _ Public kKey: | | | Browse.. || wiew |
alidate Connection
Surnrary Private ey | | | Browse.. || wiew |
Fassphrase: | |
Wearify Passphrase: | |
Server Public Key: | | | Browse. | | Wiew |

[+ Enahble Caompression

] Use Systerm Ciphers

= Baclk Mext = Last |[ Cancel




ﬂSterIing Commerce == x|

File View Tools
Zonnect Enterprise Secure Client

Help

A
¥

We need to determine Add / Remove, Move Up / Move Down Ciphers and MAC Ciphers.

*
ﬂSitE Cipher Selection x| X
Steps ciphers: 3des-che B Jdes-che B I
Tradin hlowfish-che hlowfish-che
S5l g aes2ah-che aes2a6-che
aes192-che = aes192-che 1 = ar
55H S aes128-che 3 aes128-che 3
518 He cast! 28-che cast! 28-che
SIB Tr: * *
Validal a |
alida
] [~ B |
Surmm || || §
MAC Ciphers: |hmac-shat B hrmac-shal B |
* hmac-shal-96 hrac-shat-96 |
hmac-mds + hmac-mds +
hmac-md5-96 £ hmac-md5-96 L hid ]
3 3
{ [
n b
Help Exit ok || cancel |

1 — Remove ALL Ciphers from right side EXCEPT ‘aes128-cbc *
2 — Remove ALL MAC Ciphers from right side EXCEPT ‘*hmac-shal’

I System Messages | Transfer Log 1 Systerm Log 1 Scheduler Log ] Field Help ]

Administrator .|
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f ip

Ciphers:

MAZ Ciphers:

2des-che

blowtish-che
aes2a6-cho
aesl19Z-chc
aes128-chc
castl 28-che

[+ T

hmac-=shal
hmac-shal-496
hmac-rmds
hmac-md5-96

| Add== |
| == Remoaove ||

aeslZ3-chc

b owve L ]
Mowve Driowen ]

[
[

hmac-sha

Mowve LI ]
howe DIown ]

Cancel

Click ‘OK’
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File View Tools

Zonnect Enterprise Secure Client

A
¥

Steps

ﬂTrading Partner Wizard

X

Trading Partner
S5L Security

S5H Security

S1B Headers

S8 Trailers
Yalidate Connection

Sumrmary

Summary of Connection Configuration

You have provided all the information needed to connect to the new Trading
Fartner. The following is & summary of your choices.

Trading Partner Marme: [ CMS]

Trading Partner Type: [ ConnectEnterprise 35H sermver ]
Hast MamellP Address: [ CMSHOST ]

Host Port: [22]

UserID: [ CMSUSER ]

O Passive Transfer
[ Remate Proxe Mavigation
[ Issue 'Site’ Command After Login

Scroll down ===

O Clear Contral Channel
Clear Cantral Channel:

S5H security level is:
O Prampt for Password
Enable Compression:

[ Validate Connection

= Back ] Mext = ‘ Last H Cancel ]

*

I System Messages | Transfer Log ] Systerm Log ] Scheduler Log ] Field Help

Administratar



View Tools
nectEnterprise Secure Client

- N
b

Steps

ﬂTrading Partner Wizard

[

Trading Partner
S5L Security

S58H Security

SIB Headers

S1B Trailers
Walidate Connection

Summany

Summary of Connection Configuration

You have provided all the information needed to connect to the new Trading

Farthier. The following is a sumimary of your choices.

Trading Partner Mame: [ChE ]

Trading Partner Type: [ Standard S5H server]
Host MamerP Address: [ localhost]

Host Port: [10022 ]

User|D: [CMSUSER]

[ Passive Transfer
] Remaote Proxy Mavigation
[ Iszue 'Site’ Command After Login
[ Clear Contral Channel
Clear Control Channel:
S5H secarity level is:
[ Prompt far Passward
Enahle Compression:

|
{

’ Yalidate Connection

= Back ] Mext = | Last H Cancel ]

tem Messages | Transfer Log 1 System Log 1 Scheduler Log 1 Field Help
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File View Tools Help

Zonnect Enterprise Secure Client

A
¥

Y
Steps 1 Remote Proxy Mavigation =
Trading Fartner [ Issue 'Site’ Command After Login
oL Sy [ Clear Contral Channel
S5H Security Clear Cantral Channel:

SIB Headers S5H security level is:

SIB Trailers 1 Prompt for Password 1
validate Connection Enable Compression:

Summary [ 55H with User Key:

Idser Public Key: [ Use Systern keys |

Iser Private ey [ Use System Keys ]

Serer Public key:

Ciphers: [ 3des-che, blowfish-che, aes286-che, aes192-che, aes128-che, cast1 28-chi
MAC Ciphers: [ hmac-shal, hmac-shatl-96, hmac-mda, hmac-mda-96 |

-> [ Validate Connection ]

= Back ] Mext = [ Last H Cancel ]

I System Messages | Transfer Log 1 Systerm Log 1 Scheduler Log ] Field Help

Administrator .|
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ﬂTrading Partner Wizard x|

LI Fassive Transfer &

Steps

. [ Remote Proxy Mavigation
Trading Partner

[ Issue 'Site' Command After Login

S5L Security
SSH Secutity O Clear Contral Channel
Clear Control Channel:
518 Headers
) S8H security level is:
SIB Trailers

YValidate Connection [ Frompt for Password

Enahle Compression:
Summany

[ 55H with User Key:

Llzer Public Key: [ Use System Keys |
Llzer Private ey, [ Use System keys
Server Public key:

Ciphers: [aes2ab-chi ]

MAC Ciphers: [hmac-shat |

’ Yalidate Connection

= Back ] Mext = | Last H Cancel ]

tem Messages | Transfer Log 1 System Log 1 Scheduler Log 1 Field Help
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File View Tools Help

Zonnect Enterprise Secure Client

@ Transfar | Directory Filter ] Advanced Send ]
|—L|:u:aIH|:|st

ﬂTrading Partner Wizard |

I Fassive Transfer -

Steps

] [ Remaote Proxy Mavigation
Trading Partner

[ Issue 'Site’ Command After Login

S5L Security
S5H Secutity O Clear Contral Channel
Clear Cantral Channel:
S8 Headers
SIB Trailers ﬂnccept the public key from the S5H Server x|
Yalidate Con
Sumrmary S5H Server |‘Ja|idate Cannection |

S58H Server public key finger print |1 024: 45912 91 4d 42 6c 6d 2548 de 0 d4 fd b3 T5|

I Accept H Accept and Store ] I Reject ]

L R TR T A T S LT T A TR T2 ] -

This is a 1 time event.

—

[ Yalidate Connection

efresh | ¥ Use dir filter

= Back ” Mext = H Last H Cancel ]

May 29, 2005 14:40:22 - 33H: transport disconnected.
Mavy 29, 2005 14:40:22 - Closed 35H Connection from Serwver site: CM3, host :localhost

May 259, 2005 14:41:37 - 353H Server Public Eey read/parse error, site: Walidate Comnection, key: null

I System Messages | Transfer Log 1 Systerm Log 1 Scheduler Log ] Field Help

Administrator .|
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File View Tools Help

Zonnect Enterprise Secure Client
:-Transfers.

Transfar | Directory Filter ] Advanced Send ]
|—L|:u:aIH|:|st

ﬂTrading Partner Wizard |

I Fassive Transfer -

Steps

] [ Remaote Proxy Mavigation
Trading Partner

[ Issue 'Site’ Command After Login

S5L Security
S5H Secutity (] clear Contral Channel
Clear Cantral Channel:
S8 Headers
. S5H security level is:
. . (= ——= :
Sumrmary

O @ Successfully validated the connection!

Ciphers: [ Use System Cighers ]
MAC Ciphers: [ Use Systern Ciphers ]

—

[ Validate Connection

efresh | ¥ Use dir filter

Help Exit

| bew J| e« |

= Back “ Mext = H Last H Cancel ]

May 29, 2005 14:4:2:37
May 29, 2005 14:4:2:37
May 29, 2005 14:4:2:38
wer: 2.2.00

May 29, 2005 14:42:35 - Comnected to 33H SJerver site: Walidate Commection, host: localhost, port: 10022

35H: Password authentication passed - site: Walidate Connection, user: CHM3U3ER
33H Client authentication done, site: Validate Connection, host: localhost, port: 10022
33H AFTP channel iz created, site: WValidate Connection, host: localhost, port: 10022, server prod id: 2, server prod

I System Messages | Transfer Log 1 Systerm Log 1 Scheduler Log ] Field Help

Administrator .|




View Tools
nectEnterprise Secure Client

- N
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ﬂTrading Partner Wizard

Steps Summary of Connection Configuration
Trading Partner ou have provided all the information needed to connect to the new Trading
) Fartner. The following is a summary of your choices.
S5L Security
Trading Partner Mame: [ ChME
SSH Security . [CMS]

Trading Partner Type: [ Standard S5H server]
SIB Headers Host MamerP Address: [ localhost]

. Host Port: [10022 ]
I8 Trailers User ID: [ CMSUSER |

Summany
L] @ Successfully validated the connection!
L]
L]

Clear Control Channel:
S5H secarity level is:
[ Prompt far Passward
Enahle Compression:

’ Yalidate Connection

= Back H Mext = | Last H Cancel ]

02, 2005 le:Se:52 - 55H: authentication complete.

02, 2005 le:z56:52 - 353H: Password authentication passed - site: Walidate Comnection, user: CMSTSER

02, 2005 le:z556:52 - 33H Client authentication done, site: Walidate Connection, host: localhost, port: 10022
02, 2005 le:55:53 - 353H SFTP chanmel is created, site: Walidate Connection, host: localhost, port: 10022
02, 2005 le:56:53 - Connected to 35H Server site: Validate Connection, host: localhost, port: 10022

tem Messages | Transfer Log l System Log l Scheduler Log 1 Field Help




View Tools
nectEnterprise Secure Client

- N
b

Steps

ﬂTrading Partner Wizard x|

Trading Partner
S5L Security

S58H Security

SIB Headers

S1B Trailers
Walidate Connection

Summany

Summary of Connection Configuration

You have provided all the information needed to connect to the new Trading
Farthier. The following is a sumimary of your choices.

Trading Partner Mame: [ChE ]

Trading Partner Type: [ Standard S5H server]
Host MamerP Address: [ localhost]

Host Port: [10022 ]

User|D: [CMSUSER]

[ Passive Transfar
] Remaote Proxy Mavigation
[ Iszue 'Site’ Command After Login

O clear Control Channel
Clear Control Channel:

S5H secarity level is:
[ Prompt far Passward
Enahle Compression:

-

|| Yalidate Connection ||

= Back ] Mext = | Last H Cancel ]

0z, 2005 le:56:53
0z, 2005 le:57::24
0z, 2005 l6:57::24
0z, 2005 l6:57::24

Cotnmected to 35H Serwer site: Validate Connection, host: localhost, port: 10022
Closed SFTP Connection from S3H Server site: Walidate Connection, host :localhost
35H: transport disconnected.

Closed 53H Comnection from Serwver site: VWalidate Connection, host :localhost

tem Messages | Transfer Log l System Log l Scheduler Log 1 Field Help




System Log of Validate Connection

May 29, 2005 14:38:28 - SSH Server Public Key read/parse error, site: CMS, key: CMS_public_key

May 29, 2005 14:40:10 - SSH: transport disconnected.

May 29, 2005 14:40:10 - SSH: transport disconnected.

May 29, 2005 14:40:10 - SSH: transport disconnected.

May 29, 2005 14:40:10 - SSH Error connecting/verifying Server Public Key, site: CMS

May 29, 2005 14:40:19 - SSH: transport disconnected.

May 29, 2005 14:40:19 - SSH: transport disconnected.

May 29, 2005 14:40:19 - SSH: transport disconnected.

May 29, 2005 14:40:19 - SSH Error connecting/verifying Server Public Key, site: CMS

May 29, 2005 14:40:22 - SSH: transport disconnected.

May 29, 2005 14:40:22 - Closed SSH Connection from Server site: CMS, host :localhost

May 29, 2005 14:40:22 - SSH: transport disconnected.

May 29, 2005 14:40:22 - Closed SSH Connection from Server site: CMS, host :localhost

May 29, 2005 14:41:37 - SSH Server Public Key read/parse error, site: Validate Connection, key: null

May 29, 2005 14:42:37 - SSH Server authentication done, site: Validate Connection, host: localhost, port: 10022
May 29, 2005 14:42:37 - SSH: Attempting password authentication ...

May 29, 2005 14:42:37 - SSH: authentication complete.

May 29, 2005 14:42:37 - SSH: Password authentication passed - site: Validate Connection, user: CMSUSER
May 29, 2005 14:42:37 - SSH Client authentication done, site: Validate Connection, host: localhost, port: 10022
May 29, 2005 14:42:38 - SSH SFTP channel is created, site: Validate Connection, host: localhost, port: 10022,
server prod id: 2, server prod ver: 2.2.00

May 29, 2005 14:42:38 - Connected to SSH Server site: Validate Connection, host: localhost, port: 10022

May 29, 2005 14:43:55 - Closed SFTP Connection from SSH Server site: Validate Connection, host :localhost
May 29, 2005 14:43:55 - SSH: transport disconnected.

May 29, 2005 14:43:55 - Closed SSH Connection from Server site: Validate Connection, host :localhost



Jun 02, 2005 16:56:22 - SSH Server Public Key read/parse error, site: Validate Connection, key: null

Jun 02, 2005 16:56:52 - SSH Server authentication done, site: Validate Connection, host: localhost, port: 10022
Jun 02, 2005 16:56:52 - SSH: Attempting password authentication ...

Jun 02, 2005 16:56:52 - SSH: authentication complete.

Jun 02, 2005 16:56:52 - SSH: Password authentication passed - site: Validate Connection, user: CMSUSER
Jun 02, 2005 16:56:52 - SSH Client authentication done, site: Validate Connection, host: localhost, port: 10022
Jun 02, 2005 16:56:53 - SSH SFTP channel is created, site: Validate Connection, host: localhost, port: 10022
Jun 02, 2005 16:56:53 - Connected to SSH Server site: Validate Connection, host: localhost, port: 10022

Jun 02, 2005 16:57:24 - Closed SFTP Connection from SSH Server site: Validate Connection, host :localhost
Jun 02, 2005 16:57:24 - SSH: transport disconnected.

Jun 02, 2005 16:57:24 - Closed SSH Connection from Server site: Validate Connection, host :localhost



Bstoring commerce W T

File View Tools Help

Zonnect Enterprise Secure Client

A
¥

ﬂTrading Partner Wizard |

Steps Summary

Trading Fartner fou have provided all the information needed to create a new Trading
) Fartner. The following is & summary of your choices.

S5L Security
. Trading Partner Marme: [ CMS]

S8H Security Trading Partner Type: [ ConnectEnterprise 35H sermver ]

SIB Headers Hast MamellP Address: [ CMSHOST ]

SIB Trailers Host Port [ 22]

Uzer|D: [CMEUSER ]

Walidate Connection _
O Passive Transfer

Summa
Y [ Remate Proxe Mavigation

[ Issue 'Site’ Command After Login
(] clear Contral Channel

S5H security level is:
1 Prampt far Passward
Scroll down ==

Enable Compression:
(] 55 H with User kKey:

= Back ]l Finish |’ Cancel ]

*

I System Messages | Transfer Log ] Systerm Log ] Scheduler Log ] Field Help
Administrator .|




View Tools
nectEnterprise Secure Client

- N
b

Steps

ﬂTrading Partner Wizard

Trading Partner
S5L Security

S58H Security

SIB Headers

S1B Trailers
Yalidate Connection

Summany

Summany

You have provided all the information needed to create a new Trading
Farthier. The following is a sumimary of your choices.

Trading Partner Mame: [ChE ]

Trading Partner Type: [ Standard S5H server]
Host MamerP Address: [ localhost]

Host Port: [10022 ]

User|D: [CMSUSER]

[ Passive Transfar
] Remaote Proxy Mavigation
[ Iszue 'Site’ Command After Login

O clear Control Channel

S5H security level is:

[ Prompt for Passward
Enahle Compression:
O S5H with User Key:

= Back H Finish ” Cancel ]

0z, 2005 le:56:53
0z, 2005 le:57::24
0z, 2005 l6:57::24
0z, 2005 l6:57::24

Cotnmected to 35H Serwer site: Validate Connection, host: localhost, port: 10022
Closed SFTP Connection from S3H Server site: Walidate Connection, host :localhost
35H: transport disconnected.

Closed 53H Comnection from Serwver site: VWalidate Connection, host :localhost

tem Messages | Transfer Log l System Log l Scheduler Log 1 Field Help




View Tools
nectEnterprise Secure Client

- N
b

Steps

ﬂTrading Partner Wizard

Trading Partner
S5L Security

S58H Security

SIB Headers

S1B Trailers
Yalidate Connection

Summany

Trading Partner Mame: [CME ]

Trading Partner Type: [ Standard 35H sener]
Host MamelP Address: [localhost]
HostPort: [10022 ]

User D [CMEUSER ]

[ Passive Transfer
[ Remate Proxy Mavigation
[ Issue 'Site' Command &ftter Login

O clear Control Channel

S5H security level is:

[ Prampt far Passward
Enable Camprassion:
[ 25H with User Key:

Click Finish to create and activate this Trading Partner. Click Back to
rmodify your choices.

= Back ” Finish ” Cancel ]

0z, 2005 le:56:53
0z, 2005 le:57::24
0z, 2005 l6:57::24
0z, 2005 l6:57::24

Cotnmected to 35H Serwer site: Validate Connection, host: localhost, port: 10022
Closed SFTP Connection from S3H Server site: Walidate Connection, host :localhost
35H: transport disconnected.

Closed 53H Comnection from Serwver site: VWalidate Connection, host :localhost

tem Messages | Transfer Log l System Log l Scheduler Log 1 Field Help




ﬂSterIing Commerce

It €=

File View | Tools

ConnectH  configuration
Administration
Change Password

Generate SSH Keys

== %]

Help

Directary Filter ] Advanced Send

|C:ICMBBFTP1Test5.brt

L) Tests b

L) UI_MAILFILE.1

L) UI_MAILFILE.2

L) UI_MAILFILE.3
D cmsthawtecrt. bd
D cmsthawtecsr.td

@ [ ChUCYIN

Transmit

~Remote Host, CMS

Refresh | ¥ Use dir filter

I System Messages | Transfer Log

l Systerm Log l Scheduler Log l Field Help

Administratar




View | Tools |
| Configuration |'[
Administration
Change Password
Generate S5H Keys

Connect:Enterprise
Secure Client

) sterling commerce

Copyright 2005 Sterling Commerce, Inc.
Connect:Enterprise is a registered trademark of Sterling Commerce, Inc.

tem Messages ITranSferLDg 1 System Log 1 Scheduler Log 1 Field Help J




RLIEY
File View Tools Help
Zonnect Enterprise Secure Client

:-Cnnﬂguratinn
[ General | Send ] Receive ] S5L Security [ S5H Security ] P rozy ] Local Firewall ] Scheduler
File Editar: |nntepad.exe | [ Browse. ..
Log Leval; Dehug High  [[=]
Auto Log Archive: Mormal
Debug

[] Require login aft Debug High

| Advanced Seftings... ]*

Normal Records all informational, warning, and error messages in the system log. Once Plan is
production, Log Level should be set to Normal.
Debug Includes everything from the Normal debug level, plus additional messages that aid in

debugging problems.
Debug High Includes everything from Debug, plus more detailed messages that help in debugging. This

option is not used for normal operations.

(o] o [ommen |

I System Messages | Transfer Log l Systerm Log l Scheduler Log l Field Help
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View Tools
nectEnterprise Secure Client

[ General | Send ] Receie ] S5L Security ] S5H Security ] Promy ] Local Firewall ] Scheduler

File Editor: |nntepad.exe | [ Browse.
Laog Level: Debug High  |[«]

Farmal

Auto Log Archive:
Debug

[ Require login aft Debug High
[ Advanced Settings. .

[ (8] ” Apply H Cancel

tem Messages | Transfer Log l System Log l Scheduler Log 1 Field Help




ﬂSterIing Commerce == x|
File View Tools

Help
Zonnect Enterprise Secure Client
:-Cnnﬂguratinn
[ General | Send ] Receive ] S5L Security [ S5H Security ] P rozy ] Local Firewall ] Scheduler
File Editar: |nntepad.exe | [ Browse. ..
Log Level: \Debug High  [+]
Auto Log Archive:  |Weekly [«]

[ Require login af ek
[ A kLl
Yanees =E M monthly

Huourly

<= Standardize or the Plan’s decision?

—— o oo ) [omea |

I System Messages | Transfer Log l Systerm Log l Scheduler Log l Field Help
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File View Tools Help
Zonnect Enterprise Secure Client

:-Cnnﬂguratinn
[ General | Send ] Receive ] S5L Security ] S5H Security ] P rozy ] Local Firewall ] Scheduler
File Editar: |nntepad.exe | [ Browse. ..
Log Level: \Debug High  [+]
Auto Loo Archive:  [yWeekly [+]

ﬂEeneraI Advanced Settings x|

—Protocaol Settings:

[ 1 Require login after minimize

| <=

| Advanced Settings...

Defaults

FTP  S8H HTTP

Command Respaonse Timeout (secs): |1IZ| | |1IZ| | |1IZ| |
Zonnection Retries: |2 | |2 | |2 |
Retry Delay (secs): |1 ||1 | |1 |

’ Reset Defaults ]

(o] [_omea |

-JTTLE] J

Help Exit =0 JL PR T

Delay for SSH to specify the number of seconds to wait to retry a failed connection.

Type a value in seconds for Command Response Timeout for SSH. When this value is reached and no response is received, the
command fails. Details are displayed in the status window. If you specify 0, no timeout is enforced. Type a value for Connection
Retries for SSH to specify the number of times a failed connection is retried before it fails. Type a value in seconds for Retry

I Systermn Messages |Tran5ferLu:ug l Systerm Log l Scheduler Log l Field Help ]

Administratar




View Tools
nectEnterprise Secure Client

[ General | Send ] Receie ] S5L Security ] S5H Security ] Promy ] Local Firewall ] Scheduler

File Editor: |nntepad.exe | [ Browse.
Log Level: \Debug High  [~]|
Auto Log Archive: |Weekly E]|

ﬂﬁeneral Advanced Settings x|

L] Require login after minimize
—Protocol Settings:

[ Advanced Settings. . ]

FTP  SSH HTTP

Command Response Timeout (secs): |1IZI | |1El | |1III |
Connection Retries: |2 | |2 | |2 |
Fetry Delay (secs): |1 ||1 | |1 |

I Feset Defaults ]

o | [cmmer |

tem Messages | Transfer Log l System Log l Scheduler Log 1 Field Help




ﬂSterIing Commerce

File View Tools

Al
¥

Zonnect Enterprise Secure Client

rCanfiguration

== %]

Help

General Send | Receive ] S5L Security [ S5H Security ] P rozy ] Local Firewall ] Scheduler

Select Defaults

Batch I0's: Filename only

-]

[]Use Binary Mode Mo Transmit
Transmit
[ Trigger Mailhox autama Multi-transrmit

Batch Transmit Flags: ransmit [«]

Option *

Transmit
No transmit
Multi-transmit

Description

Allows the recipient to transmit the file only one time.

Prevents the recipient from transmitting the file again.

Allows the recipient to transmit the file an unlimited number of times

(o] o [ommen |

I System Messages | Transfer Log l Systerm Log l Scheduler Log l Field Help
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View Tools
nectEnterprise Secure Client

General Send | Feceive ] S5L Security ] S5H Security ] P rosy ] Local Fireweall ] Scheduler

Select Defaults

Batch ID's: |Fu|| filenarme including extension E]|
Batch Transmit Flags: ransmit |:]

(] Use Binary Mode Mo Transrit
Transmit

L] Trigger Mailbox autom A ti-transmit

[ (8] ” Apply H Cancel

tem Messages | Transfer Log l System Log l Scheduler Log 1 Field Help




_15]x

File View Tools Help

Zonnect Enterprise Secure Client
:-Cnnﬂguratinn

General ] Send ] Receive | S5L Security ] S5H Security ] P rozy ] Local Firewall ] Scheduler

Local File Maming:  |Batch ID [~] |  RenameTable.. |

©) Overwrite Existing Files <=

@ Append Files <=
Maximurm File Mame Mumber {1-995):

O Protect files on weekends

—— o oo ) [omea |

I System Messages | Transfer Log l Systerm Log l Scheduler Log l Field Help
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View Tools
nectEnterprise Secure Client

General ] Send ] Receie | S5L Security ] S5H Security ] P rosy ] Local Fireweall ] Scheduler

Local File Marming: |Elatch I E]J |  Rename Table..

(& |Owerwrite Existing Files|

() Append Files

haximum File Mame Mumber (1-999);

[ Frotect files on weekends

[ (8] ” Apply H Cancel

tem Messages | Transfer Log 1 System Log 1 Scheduler Log 1 Field Help




_15]x

File View Tools

Zonnect Enterprise Secure Client
:-Cnnﬂguratinn

Help

General ] Send ] Receive | S5L Security [ S5H Security ] P rozy ] Local Firewall ] Scheduler

Local File Maming:  [Mumeric ||v]|<- | RenameTable.. |

(O Dwerwtite Existing Files
@ Append Files

Maximum File Marme Mumber (1-995): 4—

[l Protect files on weekends

*

Numeric

Assigns a number to the file name. If you select Numeric, you must set the maximum file name number. If you
specify to protect files on weekends, Connect:Enterprise Secure Client automatically increases the maximum
file name number during the weekend so that files received during the weekend do not overwrite files received
before the weekend. When the weekend is over, the maximum file name number is restored. For example, if
you set Maximum File Name Number to 10 files are named 1-10, the 11th file is named 1 and overwrites the
previous file named 1. If you select Protect files on weekend, the 11th file is named 11. When the weekend is
over, the next file is named 1. A weekend is from 5PM Friday to 9AM Monday. If the file is sent from the user
interface, the file name will be Ul_MAILFILE.# If the file is sent from the Scheduler, the file name will be:
SCH_MAILFILE.# The user interface and the Scheduler number sequences are separate, but they both start
over at the number that you specify in the Maximum File Name Number field.

—— o oo ) [omea |

I System Messages | Transfer Log l Systerm Log l Scheduler Log l Field Help
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View Tools
nectEnterprise Secure Client

General ] Send ] Receie | S5L Security ] S5H Security ] P rosy ] Local Fireweall ] Scheduler

Local File Maming:  [Mumeric =] | Rename Tahle...

(B Owerwrite Existing Files

() Append Files

Maximum File Mame Mumber (1-999);

[ Protectfiles on weekends

[ (8] ” Apply H Cancel

tem Messages | Transfer Log l System Log l Scheduler Log 1 Field Help
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File View Tools Help

Zonnect Enterprise Secure Client
:-Cnnﬂguratinn

General ] Send ] Receive | S5L Security ] S5H Security ] P rozy ] Local Firewall ] Scheduler

Local File Maming: |RenametableE]J 4_ _> [ Rename Table. .

(O Dwerwtite Existing Files

@ Append Files

M axirmurm File _ —I

Search String Local File Mame

1 Protect files

? Rename Table

Searches the first 24 characters of the file for the search
string and names the file based on the contents of the file if a
match is found. If no match is found, Connect:Enterprise
Secure Client defaults to Numeric. If you select Rename
Table, you must set the maximum file name number before
starting over, specify if you want to protect files on weekends,
and update the rename table. If you select Rename Table
and Protect files on weekends, files are only protected if no
match is found in the Rename Table.

Note: Protect Weekends does not protect files named with
the Rename Table from being overwritten. It only protects
files named with the Numeric naming option.

Help = SearchSting [ | LocalFilemame: [ |

| omgg || Eat || peete || ok || canca |

I System Messages | Transfer Log l Systerm Log l Scheduler Log l Field Help ]
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View Tools
nectEnterprise Secure Client

General ] Send ] Receie | S5L Security ] S5H Security ] P rosy ] Local Fireweall ] Scheduler

Local File Marming: |Rename tahle E]J Fename Table...

(B Owerwrite Existing Files

O Append Files

[
Madmurn File X
Search Strin Local File Mame

[] Protectfiles f |
Search String | |L-:n:aIFiIe Marme: | |
| mgd || Edt || Deete || ok || cancel |

tem Messages | Transfer Log l System Log l Scheduler Log 1 Field Help ]
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File View Tools

Al
¥

SSL Security not used.

Help

Zonnect Enterprise Secure Client
rCanfiguration

General ] Send ] Receive ] S5L Security | 55H Security ] P roy ] Laocal Firewall ] Scheduler

Secure Connectian: |Require secure connections E]|

Default Trusted Certificate: |tru sted.td

|[ Mienw ][ Browse...

Cipher Strength: RS

] Enahle Client Authentication|

Client Key Cerfificate: |

| [ wiew || Browse..

Passphrase: |

Yerify Passphrase: |

(o] o [ommen |

I System Messages | Transfer Log l Systerm Log l Scheduler Log l Field Help
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File view Tools SSH Security values in Site definition. Help
Zonnect Enterprise Secure Client +

:-Cnnﬂguratinn

General ] Send ] Receive ] S5L Security ] S5H Security | Prozy ] Local Firewvall ] Scheduler

—Client Key File

Public Key: |[ Browse... ][ e

Private Key:

|
|[ Browse... ][ Wiew ]
|
|

|
|
FPassphrase: |
|

Yerify Passphrase:

[1Enable Compression|

—— o oo ) [omea |

I System Messages | Transfer Log l Systerm Log l Scheduler Log l Field Help
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View Tools I
nectEnterprise Secure Client

General ] Send ] Feceiwe ] SSL Security | S5H Security | Prosxy ] Local Firewall ] Scheduler

—Client Key File

Puhlic Key: | |[ Browse... ][ Wiy
Private Key: | |[ Browse... ][ e
Passphrase: |

Yerify Passphrase: |

|:||Enat:ule Cnmpressinn| Ciphers...

[ (8] ” Apply H Cancel

tem Messages | Transfer Log l System Log l Scheduler Log 1 Field Help
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File View Tools N/A for SSH Help
Zonnect Enterprise Secure Client +

:-Cnnﬂguratinn

General ] Send ] Receive ] S5L Security ] S5H Security ] P roy | Lacal Firewall ] Scheduler

[ Mavigate Local FTP Proxy|

Host MamelF Address:

Fort Murmber:

Fasswaord:

| |
| |
Lser [D: | |
| |
| |

Werify Passwaord:

[ Mavigate HTTP Proxy

Haost MamellP Address:

Fart Murmber:

Fasswaord:

| |
| |
zer|D: | |
| |
| |

Werify Passwaord:

—— o) Crom ) [omea |

I System Messages | Transfer Log 1 Systerm Log 1 Scheduler Log ] Field Help
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View Tools
nectEnterprise Secure Client

General ] Send ] Feceive ] S5L Security ] S5H Security ] Promy | Local Firewsall ] Scheduler

[|Mavigate Lacal FTP Praxy|

Host MamellP Address:

Fart Mumber:

Fasswword:

|
|
Lger D |
|
|

Warify Passward:

(] Mavigate HTTP Pray

Host MamellP Address:

Fart Mumber:

Fasswword:

|
|
User|D: |
|
|

Warify Passward:

[ (8] ” Apply H Cancel

tem Messages | Transfer Log 1 System Log 1 Scheduler Log 1 Field Help
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File View Tools Help

Zonnect Enterprise Secure Client
:-Cnnﬂguratinn *
General ] Send ] Receive ] S5L Security [ S5H Security ] Prozy ] Local Firewall | Scheduler
FTP Local Bind Port Range: o |
FTP Lacal Data Bind Port Range: [0 |
S5H Local Port Range: ||:| |
|

HTTF Local Port Range: o ‘—

Specify the SSH Local Port Range. To use any port, type 0. You can specify an individual port, a port
range (3000-3010), or a comma-delimited list (3020, 3030) or a combination (3000, 3001, 3020-3040). If
you do not know what port to use, contact your system administrator.

Caution: If you run out of ports before used ones become available again, the connection will fail.

—— o oo ) [omea |
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View Tools
nectEnterprise Secure Client

General ] Send ] Receive ] S5L Security ] S5H Security ] Prosxy ] Local Fireweall Scheduler

FTP Local Bind Port Range: 0
FTF Local Data Bind Port Range: |IZI
S5H Local Port Range: ||:|
HTTF Local Port Range: ||:|

[ (8] ” Apply H Cancel

tem Messages | Transfer Log l System Log l Scheduler Log 1 Field Help




ﬂSterIing Commerce - |5’ |

1 Help

File View Tools

1

Zonnect Enterprise Secure Client

x|

’-Cnnﬂguratinn +

General ] Send ] Receive ] S5L Security [ S5H Security ] Fromy ] Local Firewvall ] Scheduler l

—Advanced Settings

Scheduler Port: 120048

Ermail Motification

Mail Host: |

fail Host Port:

|
| |
From Address: | |
To Address: | |

with the Scheduler daemon. The default port is 12005. Be certain that the port you specify is not used by any
other application.
all scheduled transfers.

Specify your Mail Host, Mail Host Port, the address you want the e-mail to be from in the From Address field,
and your e-mail address in the To Address field. Check with your system administrator for correct values.

Specify the Scheduler Port. This is an internal port that Connect:Enterprise Secure Client uses to communicate

You can be notified by e-mail when a scheduled transfer is complete. This procedure sets e-mail notification for

(o] o [ommen |

I System Messages | Transfer Log l Systerm Log l Scheduler Log l Field Help
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View Tools

nectEnterprise Secure Client

General ] Send ] Feceive ] S5L Security ] S8H Security ] Proxy ] Local Fireweall | Scheduler

—Advanced Seftings

Scheduler Port: 12004

Email Motification

Mail Host:

Mail Host Port:

|
|
Fram Address: |
To Address: |

[ (8] ” Apply H Cancel

term Messages

Transfer Log l System Log l Scheduler Log 1 Field Help




SE

File View Tools Help
Zonnect Enterprise Secure Client
:-Cnnﬂguratinn
General ] Send ] Receive ] S5L Security ] 55H Security ] P roy ] Local Firewyall | Scheduler
~Advanced Settings
Scheduler Port:
Email Motification
Mail Host: | |
Mail Host Port, | |
From Address: | |
x
To Address: | ﬂ e _I |
@ Scheduleris running.
3
No schedule can be executed until the Scheduler is started. Once the Scheduler is started, it continues to
run after you exit Connect:Enterprise Secure Client. The scheduler does not run as a service, therefore, if
you restart your computer, you must manually restart the Scheduler.
A clock icon is located in the lower right corner of the screen to indicate the status of the Scheduler. A
green icon indicates that the Scheduler is started. A red icon indicates that the Scheduler is stopped.
[Tlp“T] l 8] 4 ] [ Apply ] l Cancel ]
| system Messages | TransferLog | System Log | SchedulerLog | Field Heln Turns green after clicking OK. -
Administrator .|




View Tools

nectEnterprise Secure Client

General ] Send ] Feceive ] S5L Security ] 55H

Security ] P rosy ] Local Firewsall

Scheduler

—Advanced Seftings

Scheduler Port: 12004

Email Motification

Mail Host:

Mail Host Port:

Frarm Address:

To Address:

Bl Message N {

@ Scheduleris running.

(o<

[ (8] ” Apply H Cancel

term Messages
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File View Tools Help

Zonnect Enterprise Secure Client
:-Cnnﬂguratinn

General ] Send ] Receive ] S5L Security ] S5H Security ] Fromy ] Local Firewall | Scheduler

—Advanced Settings

Scheduler Port: 120045

Ermail Motification

Mail Host:

fail Host Port:

From Address:

To Address:

ﬂnpplicatiun Configuration ﬂ

@ Changes saved.
ik

[Tm[ﬁ 1—}[ oK H Apply H Cancel ]

Click OK to save your changes and exit the Configuration screens, or click
Apply to save your changes and stay on the Configuration screens.

I System Messages | Transfer Log 1 Systerm Log 1 Scheduler Log ] Field Help ]
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View Tools

nectEnterprise Secure Client

General ] Send ] Feceive ] S5L Security ] S5H Security ] P rosy ] Local Firewsall

Scheduler

Stop

d

—Advanced Seftings
Scheduler Port:
Email Motification

Mail Host:

Mail Host Port:

To Address:

Frarm Address:

ﬂnpplicatiun Configuration El

@ Changes saved.

[ (8] ” Apply H Cancel

term Messages
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File View | Tools

ConnectB

Configuration t

Administration =

== %]

Help

Change Password
Generate SSH Keys

Directary Filter ] Advanced Send

|C:ICMBBFTP1Test5.brt

® {Jeca
D AplnsTmp.log
L) ARS b
@ [J ARTIC
D Aszmflag.sys
L) AUTOEXEC.BAT
L] cacerttd

Transmit E]J

~Remote Host, CMS

Refresh | ¥ Use dir filter

I System Messages | Transfer Log 1 Systerm Log 1 Scheduler Log ] Field Help
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View | Tools |

Configuration t

Administration |

Generate S5H Keys

Change Password Directory Filter ] Advanced Send

|C:1CMSSFTF'ITE St2 bt

® J o
D AplnsTmp.log
U] ARS bt
@ [ ARTIC
|:| Asmflag.sys
L] AUTOEXEC BAT
DI cacert b

Transmit |z“

| . Receive |

Cannect

~Remote Host: CWS

Refresh | W] Use dir filt

term Messages
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File View Tools
Zonnect Enterprise Secure Client

== %]

Help

: ~Administration

[/ Schedules (CreateiMadifiDelete)
¥ Send Files
¥ Receive Files

[ Sites (CreateodiniDelete)

By default, users can access all functions except the Administration option, but you can restrict
their access to specific functions. To change user permissions, select the functions you want to
permit, deselect the functions you do not want to permit. Click OK to save your changes or
Cancel to keep defaults.

v v

— [oc ] [remn ] [canel |

I System Messages | Transfer Log l Systerm Log l Scheduler Log l Field Help
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View Tools
nectEnterprise Secure Client

_’ ~Administration

W] Schedules (CreatetModifdDelete)
[¥ Send Files
[¥| Receive Files

[¥] Sites (CreateModifiDelete)

(o) ooy ] [omen |

tem Messages | Transfer Log 1 System Log 1 Scheduler Log 1 Field Help




ﬂSterIing Commerce

File View Tools

Stes
¥

o

Zonnect Enterprise Secure Client

== %]

Help

~Transfers

[ Transfar | Directory Filter ] Advanced Send

—Local Host

[CACMSSFTR

® {J cMEsFTP
L) Testt
L) Testi t
L) Testz
) Testztd
L) Testatd
L] Testd.bd

Transmit E]| | . Feceive |

2= [camen |

~Remote Host, CMS

Refresh | ¥ Use dir filter

May &9, Z005 14:50:59
May 29, 2005 14:51:02
May 29, 2005 14:51:02
May 29, 2005 14:51:0Z

Comnected to 33H Jerver site: CHM3, host: localhost, port: 10022
Closed 3FTP Connection from 35H Jerwver site: CHM3, host :localhost
35H: transport disconnected.

Closed 35H Connection from Serwer site: CM3, host :localhostc

I System Messages | Transfer Log l Systerm Log l Scheduler Log l Field Help
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View Tools I
nectEnterprise Secure Client

[ Transfer | Directory Filter ] Advanced Send

~Local Host

|C:1CMSSFTF'ITE St2 bt

® J o
D AplnsTmp.log
U] ARS bt
@ [ ARTIC
D Asmflag.sys
L] AUTOEXEC BAT
D cacert td [

Transmit |z“ | . Receive | Connect

~Remote Host: CWS

|E| Refresh | ¥ Use dir filt

tem Messages | Transfer Log 1 System Log 1 Scheduler Log 1 Field Help




ﬂSterIing Commerce

File View Tools

1

Help Exit

| bew J| e« |

i ~Transfers

Zonnect Enterprise Secure Client

== %]

Help

|

—Local Host

Transfar | Directory Filter ] Advanced Send

[CACMSSFTR

® {J cMEsFTP
L) Testt
L) Testi t
L) Testz
) Testztd
L) Testatd
L] Testd.bd

[ establish connection x|

Transmit E]J | . Feceive | m

~Remote Host, CMS

,,,,,,,,,,,,, @ comertoncammions

4

‘i| Refresh | ¥ Use dir filter

May 29, Z005 14:5Z:44
May 29, 2005 14:5Z:46
May 29, 2005 14:5Z:47
May 29, 2005 14:5Z:47

33H: Password authentication passed - site: CHM3, user: CHMIUIER

33H Client authentication done, site: CHM3, host: localhost, port: 100Z2

35H 3FTP channel is created, site: CHM3, host: localhost, port: 10022, serwer prod id: Z, serwer prod wver:
Commnected to 35H Server site: CM3, host: localhost, port: 10022

2.2.00
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View Tools

nectEnterprise Secure Client

[ Transfer | Directory Filter ] Advanced Send

~Local Host

|C:1CMSSFTF'ITE St2 bt

U] Test2 b
U Testa .t
U Testd bt
U Tests bt
L) UI_MAILFILE A
U] UI_MAILFILE.2
L) UL MAILFILE 2

ﬂEstahlish connecktion x|
Transmit |

rrrrrrrrrrrrr @ Connection completed

~Remote Host: CWS

| ea |

Exit

| . Receive |

[ conneat

Refresh | W] Use dir filt

oz, 2005 17:

19:

50 - 55H: authentication complete.

02, 2005 17:19:50 - 353H: Password authentication passed - site: CM3, user: CMSTSER

02, 2005 17:19:50 - 33H Client authentication done, site: CM3, host: localhost, port: 10022
02, 2005 17:19:51 - 33H AFTP chanmel is created, site: CM3, host: localhost, port: 10022
02, 2005 17:19:5]1 - Connected to 35H Server site: CHM3, host: localhost, port: 10022

term Messages
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System Log of Connect

Jun 02, 2005 17:19:50 - SSH Server authentication done, site: CMS, host: localhost, port: 10022
Jun 02, 2005 17:19:50 - SSH: Attempting password authentication ...

Jun 02, 2005 17:19:50 - SSH: authentication complete.

Jun 02, 2005 17:19:50 - SSH: Password authentication passed - site: CMS, user:. CMSUSER
Jun 02, 2005 17:19:50 - SSH Client authentication done, site: CMS, host: localhost, port: 10022
Jun 02, 2005 17:19:51 - SSH SFTP channel is created, site: CMS, host: localhost, port: 10022
Jun 02, 2005 17:19:51 - Connected to SSH Server site: CMS, host: localhost, port: 10022

Jun 02, 2005 17:20:20 - SSH dir command parm dir () file ()

Jun 02, 2005 17:20:21 - SSH dir command result, number of entries : 11



View Tools

Exit

nectEnterprise Secure Client

—Transfers.

[ Transfer | Directory Filter l Advanced Send

~Local Host

[CACMSSFTPTest! b
® J CMSSFTP [

L) Testt |
O [Testina] <= 1

U Testz

L) Test2 b

U Testa .t

L) Testatd [

4—2 [Transmit_[~] (Il Receive | Discamest

~Remote Host: CWS

UserDiMailboxD|  BatchMom | BatchSize | Bateh D | Diate | Permissions | FileType | Batch Originate
CHMSLUSER #2 260 junk May 28, 2005 01... Available Asrii cdadmin
CMSUSER #3 22191104 CE[1]W_Secur.. May 28, 2005 02... Available Binary CMSUSER

[/ Use dir filt

29, 2005 14:52:46 - 55H Client authentication done, site: CM3, host: localhost, port: 10022

29, 2005 14:52:47 - 353H 5FTP chanmel is created, site: CM3, host: localhost, port: 10022, serwver prod id: 2, serwver prod wer: 2.2.00
29, 2005 14:52:47 - Comnected to 553H Server site: CM3, host: localhost, port: 10022

29, 2005 14:53:26 - 33H sending dir command command parm ['§5 ID=CH3USER FLAG:='D!IRI!T')

29, 2005 14:53:26 - 33H dir command result, namber of entries @ 2

term Messages

Transfer Log l System Log l Scheduler Log 1 Field Help




View Tools I
nectEnterprise Secure Client

j [ Use dir filt
1elp

29, 2005 14:55:06 - 33H: Uploading file: Testl, CEParm: wID=EHST_TSER BID='Testl' XMIT=Y MOLTXMIT=N CODE=4 TRIGGER=NO", batch num (4) -

rleted. Move screen u
29, 2005 14:55:07 - 353H sending dir command command parm ['§s ID=CH3USER FLAG 'D'IR'T'

29, 2005 14:55:07 - 33H dir command result, number of entries : 3

[ Transfer | Directory Filter l Advanced Send

~Local Host

[CACMSSFTPTest! b
® J CMSSFTP [

L] Testt |
U Testl b

U Testz

L) Test2 b

U Testa .t

L) Testatd [

[ranemit 7] =3 e

~Remote Host: CWS

UserDiMailboxD|  BatchMom | BatchSize | Bateh D | Diate | Permissions | FileType | Batch Originate
CHMSLUSER #2 260 junk May 28, 2005 01... Available Asrii cdadmin
CMSUSER #3 22191104 CE[1]W_Secur.. May 28, 2005 02... Available Binary CMSUSER
CMSUSER #4 212 Test! May 29, 2005 02... Available Ascii CMSUSER

*

tem Messages | Transfer Log l System Log l Scheduler Log 1 Field Help ]




View Tools I
nectEnterprise Secure Client

[ Transfer | Directory Filter ] Advanced Send

~Local Host

|C:1CMSSFTF'ITE sth bt

) Testl [
L) Testl bt
) Testz |
) Test2 bt
L) Test2 b
L) Testd bt
L) Tests.bt [

e A m o

Eegin sending Ci\CHIZFTPYTesth, txL.
—Remote Host: CMS - 1T

-- File ﬂDirectnrr File = @ 0O

| FileName @ There are no files to display Size | Date

|E| Refresh | ¥ Use dir filt

Exit

02, 2005 17:34:40 - dir list exception, site: CM5S - I0exception changing directory, dir: CMSUSER, mag: CHSUSER could not be found
02, 2005 17:35:02 - 353H: Uploading file: Test5h.txt - started.

02, 2005 17:35:03 - 33H: Uploading file: Testh.txt - completed.

02, 2005 17:35:03 - Could not change dir to: CM3TSER, site: CM3 - CM3IUTSEERE could not be found

02, 2005 17:35:03 - dir list exception, site: CHI - Ilexception changing directory, dir: CHIUIER, msg: CHAIUIER could not be found

tem Messages | Transfer Log l System Log l Scheduler Log 1 Field Help




View Tools I
nectEnterprise Secure Client

[ Transfer | Directory Filter ] Advanced Send

~Local Host

|C:1CMSSFTF'ITE sth bt

) Testl [
L) Testl bt
) Testz |
) Test2 bt
L) Test2 b
L) Testd bt
L) Tests.bt [

[ranemit__[7] =3 e

~Remote Host: CWS - ICMSUSER
| FileMarne | UserDiMailboxD | Group ID | Size | Date

[/ Use dir filt

Exit

02, 2005 17:34:40 - dir list exception, site: CM5S - I0exception changing directory, dir: CMSUSER, mag: CHSUSER could not be found
02, 2005 17:35:02 - 353H: Uploading file: Test5h.txt - started.

02, 2005 17:35:03 - 33H: Uploading file: Testh.txt - completed.

02, 2005 17:35:03 - Could not change dir to: CM3TSER, site: CM3 - CM3IUTSEERE could not be found

02, 2005 17:35:03 - dir list exception, site: CHI - Ilexception changing directory, dir: CHIUIER, msg: CHAIUIER could not be found

tem Messages | Transfer Log l System Log l Scheduler Log 1 Field Help
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File View Tools Help

Zonnect Enterprise Secure Client

Help Exit

[ Transfar I Directory Filter ] Advanced Send
—Local Host

|C:1Prngram Files\Sterling CommercelZESecureClienfidownloadt

o [:] canf
D configinstall.out

@ J download
L) Testt

@ ) ediint

= [:] event

e [Jfp

fawnt [

~Remote Host, CMS

UserDiMailboxD|  BatchNum | BatchSize | Bateh D | Date | Permissions | File Type | Batch Originator |
LTS ICER &£+ WEO vkl hday 30 3005 0 LEE=11 E=1 21 1= FiY =g ud ] Pt E=Tulaatlal =l

:

rLogs
Date J Operation J Site J Originator J Recipient J FileMame JBizeJ Batch ID JEIatu:h Nurd Security
May 29, 2005 3:02:07 .. sent<_ ChMS CMSUSER nfa CACMESFTPTest! bt A2 Test #5 zs5h sfip
May 29, 2005 2:55:06 . sent ChS CMSUSER nia CACMESFTPTest bt 32 Test #4 ssh sftp
May 29, 2005 2:21:33 .. sent M CMSUSER nfa CAProductsWCE Secure ClientiSoftwar... 22, CE[1]WY_.. #3 ssh sfip
May 25, 2005 7:00:08 .. sent CMSDEMO JHAWI JHAWI CACMESFTPTest! bd 32 Test #3 fin secure
May 23, 2005 2:00:28 .. sent hW'S A, JHA JHAWI CACMESFTPTest! bd 32 Testi bt  #26 ftn secure
Wienr, ||Sent0nh,r ||E‘ | Wign... | l Refresh ]
All Transfers _

Eyaterrgenmnw ‘ far Log I Systerm Log l Scheduler Log l Field Help

AdrinistiReceived Only .|




View Tools I

nectEnterprise Secure Client
~Transfers

[ Transfer i Directory Filter l Advanced Send
—Local Host

|C:1CMSSFTF'ITE sth bt

) Testl [
L) Testl bt
) Testz [
) Test2 bt
L) Test2 b
L) Testd bt
L) Tests.bt [

feemt ] (W] oo

~Remote Host: CWS - ICMSUSER
| FileMarne | UserDiMailboxD | Group ID | Size | Date

Date J Dperatian J Site J Originator J Recipient J Filerarme JSizeJ Batch 1D JEIatn:h NumJ SEecurity
1, 20058 11:08:.. received Chs2 JHAY JHAN CACMESFTRUI_MAILFILE.A A2 Testabd #6 fip secure
1,2005811:08:... sent ChMES2 JHAM nfa CACMSSFTPTest ti A22 Testztd #8 fip secure
1,2005 11:06:... sent ChMES2 JHAM nfa CACMSSFTPTestd ti 32 Testd ot #7 fip secure
1,2005 11:06:... sent ChMES2 JHAM nfa CACMSSFTPTests ti 2 Testatt  #6 fip secure
1,2005 11:06:... sent ChMES2 JHAM nfa CACMSSFTPTest ti A22 Testztd  #5 fip secure
1,200511:01:... sent CMS CMSLEER nfa CACMESSFTRUJI_MAILFILE. 3 312 UILMAIL.. #24 gsh sfip
1, 20058 11:00:... received CMS CMSLEER CMSLUSER CACMSSFTRUI_MAILFILE 4 24 Testl #23 gsh sfip
1, 2005 10487 received CMS CMSLEER CMSLUSER CACMSSFTFTest 24 Testl #23 gsh sfip
1, 2005 1082 received CMS CMSLEER CMSLUSER CACMSSFTFTest 24 Testl #23 gsh sfip
1, 2005 1082 received CMS CMSLEER CMSLUSER CACMSSFTFTest 24 Testl #22 gsh sfip
1, 2005 1082 sent CMS CMSLEER nfa CACMSSFTFTest 24 Testl #23 gsh sfip
Y. "&IITransfers ||E]|| WE H Refresh ]

tem Messanes | Transfer Log ‘ System Log l Scheduler Log 1 Field Help




View Tools I

nectEnterprise Secure Client
~Transfers

[ Transfer i Directory Filter l Advanced Send

~Local Host

|C:1CMSSFTF'ITE sth bt

) Testl [
L) Testl bt
) Testz [
) Test2 bt
L) Test2 b
L) Testd bt
L) Tests.bt [

feemt ] (W] oo

~Remote Host: CWS - ICMSUSER
| FileMarne | UserDiMailboxD | Group ID | Size | Date

Date J Dperatian J Site J Originator J Recipient J Filerarme JSizeJ Batch 1D JEIatn:h NumJ SEecurity
2,200% 5:35:0... sent ChS nfa nfa CACMSSFTPTestE tit 30 ICmsSUS.. nia ssh sfip
2,200% 5:33:1... sent ChS nfa nfa CACMSSFTPTestd tit 30 ICmsSUS.. nia ssh sfip
2,2005 5:31:0... sent ChS nfa nfa CACMSSFTPTests tit 30 ICmsSUS.. nia ssh sfip
2,200% 5:30:5... sent ChS nfa nfa CACMSSFTPTest: tit G20 MCMSLUIS... nia ssh sfip
2,200% 5:30:0... sent ChS nfa nfa CACMSSFTPTest] it 12 ICMSLUS.. nia ssh sfip
22,2005 5:29:2... sent ChS nfa nfa CACMSSFTPTest] it 12 ICMSLUS.. nia ssh sfip
22,2005 5:26:4... sent ChS nfa nfa CACMSSFTPTest] it 12 ICMSLUS.. nia ssh sfip
2,2005 5:24:4.. sent ChS nfa nfa CACMSSFTPTest] it 12 ICMSLUS.. nia ssh sfip
1, 20058 11:20:... sent M2 JHAY JHANY CACMSESFTP Test2 td 22 Test2td #4 fip secure
1, 20058 11:08:... received M2 JHAY JHANY CACMSSFTRUI_MAILFILE.T 22 Test2td #8 fip secure
1, 20058 11:08:... received M2 JHAY JHANY CACMSSFTRUI_MAILFILE. & 32 Testd bt  #7 fip secure
Y. "&IITransfers ||E]|| WE H Refresh ]

tem Messanes | Transfer Log i System Log l Scheduler Log 1 Field Help
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File View Tools Help

Zonnect Enterprise Secure Client

[ Transfar | Directory Filter ] Advanced Send

—Local Host

|C:1Prngram Fileg\Sterling CommercedCESecureClientdownload), ‘5 2 Nefalllt Receajve dimpmry

= [:] canf
D configinstall.out
@ J download
L] Testt <4 4
@ ) ediint
= [:] event

e [Jfp

Famm 5] G| @ 5 [oeame

~Remote Host, CMS

UserDiMailboxD|  BatchMNum | BatchSize | BathiD | Date | Permissions | FileTwpe | Batch Qriginator
CMSUSER #2 260 junk May 29, 2005 01... Awvailahle Ascii cdadmin
CMEUSER #3 22181104 CE[]W_Secur.. May 29, 2005 02... Available Binary CMSUSER
CMEUSER #5 312 Testt May 29, 2005 03... Available Ascii CMSUSER

1

May 29, 2005 15:02:05 - 3%H sending dir command command parm ('s§§ ID=CHIUSER FLAG3='D'IR!'T')

May 29, 2005 15:02:08 - 35H dir command result, number of entries @ 3

May 29, 2005 15:02:57 - 53H: Dowmloading remotefile: "53ID=CHMSUSER BEID='#5S' ONEBATCH=NO TRUNC=N" - started.

May 29, 2005 15:02:57 - 33H: Downloading remotefile: "$5ID=CHM3UIEE EBID='#5' ONEBATCH=NO TREUNC=N", =ize: 312 bvtez - completed.

l System Messages | Transfer Log l Systerm Log l Scheduler Log l Field Help
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ﬂSterIing Commerce

File View Tools
Zonnect Enterprise Secure Client

== %]

Help

[ Transfar i Directory Filter ] Advanced Send

—Local Host

|C:1Prngram Files\Sterling CommercelZESecureClienfidownloadt

= [:] canf
D configinstall.out
@ J download
L] Testt
@ ) ediint
= [:] event

e [Jfp

|Tran5mit |Z”

Disconnect

~Remote Host, CMS

UserDiMailboxD|  Batch Nurm | BatchSize | Batch ID

J Date J Permissions J File Type

J Batch Originatnr]

il 1 L= I = =] X7 R0 ikl

hday 30 3005 0 LEE=11 E=1 21 1= FiY =g ud ]

coadmin

=

[¥] Use dir filter

Help Exit

:

rLogs
Date J Operation J Site J Originator J Recipient J FileMame JBizeJ Batch ID JEIatu:h Nurd Security

May 23, 2005 2:00:28 . sent WS A, JHEI JHAWI CACMESFTPTest! bt 32 Testi bt #26 ftn secure
May 25, 2005 7:00:08 . sent CMSDEMO JHAWE JHAWE CACMESFTPTest bt 32 Test #3 fin secure
May 26, 2005 7:01:39 .. received CMSDEMO JHAWE JHAWE CAProgram Files\Sterling Commercel.. 312 Testd #0000002 fip secure
May 29, 2005 2:21:33 .. sent M CMSUSER nfa CAProductsCE Secure ClientiSoftwar.. 22, CE[1]WY_.. #3 ssh sfip
May 29, 2005 2:55:06 ... sent ChS CMSUSER nia CACMESFTPTest! bd 32 Test #4 zsh sftp
May 29, 2005 2:56:28 .. received Chs CMSUSER CMSUSER CACMESSFTPTest] 312 Test #4 =5k sfip
May 29, 2005 3:02:07 ... sent ChMS CMSUSER nfa CACMESFTPTest! bt A2 Test #5 zs5h sfip
May 29, 2005 3:02:57 ... received M3 CMSUSER CMSLUSER CAProgram Files\Sterling Commercel.. 312 Testl #4 ssh sfip
Wienr, "&IITransfers |E‘ | Wign... | l Refresh ]

I System Messages ] Transfer Lag i Systerm Log l Scheduler Log l Field Help

Administrator .|



ﬂSterIing Commerce

File | View | Tools

Con  Transfers

Secure Client

== %]

Help

i ~Transfers

[ Transfar | Directory Filter ] Advanced Send

—Local Host

|C:ICMBBFTP1Test5.brt

® {Jeca
D AplnsTmp.log
L) ARS b
@ [J ARTIC
D Aszmflag.sys
L) AUTOEXEC.BAT
L] cacerttd

Transmit E]J

~Remote Host, CMS

Refresh | ¥ Use dir filter
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File View Tools Help
Zonnect Enterprise Secure Client

:-Echedules
CMS

Refresh
[ vep || oo |

I System Messages | Transfer Log ] Systerm Log ] Scheduler Log ] Field Help
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_15]x

File View Tools
Zonnect Enterprise Secure Client

_: —Scheduler Operation Selection
r
(@]

Help

Schedule Mame: |CMS Daily 0805 1— 1

;

Cperation: Send (D) Receive

3

¢
e Cver ] oo

I System Messages | Transfer Log l Systerm Log l Scheduler Log l Field Help
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File View Tools Help
Zonnect Enterprise Secure Client

—— o) oo J [omea |

General | File ] Freguency ] Calendar ] Commands ] Options

*

Description: |BendDainFiIe <- |

b
Marne: |CMS Daily 0805 |

I System Messages | Transfer Log l Systerm Log l Scheduler Log l Field Help
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File View Tools Help
Zonnect Enterprise Secure Client

—— o) oo J [omea |

Mailbox IDs:  |CMSUSER |

Groups:

3
General ] File | Frequency ] Calendar ] Commands ] Options ]
@ J CM3SFTP CACMSSFTPITest! <=
0] Testi =
L) Testt b
L] Test2 *
L) Test2.td
L) Test b [ Rermove ” Rermove All ]
e e e,
Filename: CACMSSFTRITest
|| BatehiD: |Testt [~] | modify...|

I System Messages | Transfer Log l Systerm Log l Scheduler Log l Field Help
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File View Tools Help
Zonnect Enterprise Secure Client
* Scheduler Send

General ] File ] Frequency | Calendar ] Commands ] Optians

-> @ Daily

O weekly

O Monthly

O One Time

StartDate: | May 30, 2005 [~ |
=Jp  StartTime: B [=]:[5 [

[JEnd Date: | May 30, 2005 [+ |

Stes
—— o) oo J [omea |

I System Messages | Transfer Log l Systerm Log l Scheduler Log l Field Help
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File View Tools

Zonnect Enterprise Secure Client +

General ] File ] Freguency ]| Calendar || Commands ] Options

== %]

Help

NOTE: Calendar is not documented in online Help.

15 16 17 18 19 20 21
22023 24 25 26 2T 128
29 730 AN 1 2 3 4

b
a 9 1o 11 12 13 14

—— o) oo J [omea |

I System Messages | Transfer Log l Systerm Log l Scheduler Log l Field Help
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File View Tools Help
Zonnect Enterprise Secure Client +

Caution: If a Shell Command Before Transfer fails, the schedule fails without performing the transfer.

—— o) oo J [omea |

General ] File ] Frequency ] Calendar " Commands || Options

—Execute Comimand Before Transfet

rExecute Command After Transfer

Type the batch or shell command you want to execute after the transfer in the Enter Command Before Transfer
text box. Or, type the batch or shell command you want to execute before the transfer in the Enter Command

After Transfer text box. You must specify the full path for the command. You cannot use wildcards. The
following table shows a Windows and a UNIX example:

Windows
To execute a DOS command:
cmd /C move "C:\download\*" "C:\temp\"
To execute a Batch file:
cmd /C "C:\scripts\after.bat"
UNIX

k

/usr/bin/rm /sci/users/testl/test.txt
This retrieves the rm (remove) and then points to the file "/sci/users/userO1/testl/test.txt"
and removes that file.
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File View Tools

Zonnect Enterprise Secure Client +

General ] File ] Frequency ] Calendar ] Commands " Dptions ||

== %]

Help

—File Cptions

1 Remove file extension

~Batch Transmit Flags

[] Delete file after transfer
() Mo Transmit

[ 5et Binary
Max file size iytes), 0 for any: @ Transmit
|Ij | ) Multi-transmit

Filename Filter:

k

"Destinatinn Directory

—— o) oo J [omea |

I System Messages | Transfer Log l Systerm Log l Scheduler Log l Field Help
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File View Tools Help
Zonnect Enterprise Secure Client

—— o oo J [omea |

General ] File ] Frequency ] Calendar ] Commands ] Dptions l

NOTE: Accept and Store of the server SSH public key during first
successful Validate Connectivity or Connect prevents this Warning.

—File Cptions
[l Remave file extensian Batch Transmit Flags
[] Delete file after transfer |7 _
. x|
g @ VWarning: Far key authentication the site must have {a server public key, a client private key) configured for schedules to execute.
1]
Fil |" —

k

"Destinatinn Directory

I Systermn Messages |Tran5ferLu:ug l Systerm Log l Scheduler Log l Field Help ]
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File View Tools Help
Zonnect Enterprise Secure Client

[Tm[ﬁ | oK ||[ Apply H Cancel ]

General ] File ] Frequency ] Calendar ] Commands ] Dptions l

NOTE: Accept and Store of the server SSH public key during first
successful Validate Connectivity or Connect prevents this Warning.

—File Cptions

1 Remove file extension

|'Elat|:h Transmit Flags
[] Delete file after transfer _

I% @ VWarning: For passwaord authentication the site must have (3 server public key) configured for schedules to execute.
1]

Filenarmme
[

k

"Destinatinn Directory
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File View Tools Help

Zonnect Enterprise Secure Client
:-Echedules

ChS
State J Schedule J Type J Site J Mext Run J LastRun J Run Status
[+ WS Daily 08305 send cMs May 30, 2005 8:05:00 ... nfa nfa

Refresh
[ vep || oo |
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File View Tools Help

Zonnect Enterprise Secure Client
:-Echeduler Cperation Selection

Schedule Mame: |CMS Daily 0810 1— 1

Operatian: O Send @ Receive,

3

¢
e [Cvei ] oo
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File View Tools Help
Zonnect Enterprise Secure Client

—— o) oo J [omea |

General | Files ] Freguency ] Command ] Flags ]

*

1

Narme: |CMS Daily 0810 |

Description: |Receive CMS Daily 4_ 2 |

k
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File View Tools Help
Zonnect Enterprise Secure Client

General Files | Freguency ] Command ] Flags ]
[TT[T] l 0]24 H Apply H Cancel ]

1

FilenamefBatch ID:  [Testt €= 3 Can be left blank for all Batch ID’s to be received. |
File Directorygailbox |D: |CMSUSER ‘- 2 |

Qriginatar 1D: | |

Batch Mumber: | |
Modification Date:

[] Frorm: | Mandary, May 30, 2005 E“

O To | Monday, May 30, 2005 [+]

k

*
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File View Tools Help
Zonnect Enterprise Secure Client

—— o) oo J [omea |

General ] Files ] Fraguency | Cammand ] Flags ]

*

1

2 -> @ Daily

O weekly
O Monthly
O One Time
StartDate: | May 30, 2005 [~ |
3 =fp StartTime: B [=]: [10 [+]

[JEnd Date: | May 30, 2005 [+ |

k

I System Messages | Transfer Log l Systerm Log l Scheduler Log l Field Help
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File View Tools Help
Zonnect Enterprise Secure Client

—— o) oo J [omea |

General ] Files ] Freguency ] Command | Flags ]

*

1

—Execute Command Before Transfer

]
E rExecute Command After Transfer

—Receive Directory

|C:1F'rugram Files\Sterling CommercelCESecure Clientidownload ‘— 2 Default Receive directory. |

I System Messages | Transfer Log l Systerm Log l Scheduler Log l Field Help
Administrator .|
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File View Tools Help
Zonnect Enterprise Secure Client

—— o) oo J [omea |

General ] Files ] Freguency ] Command ] Flags l

*

1

—Farmat——————
(O Text
() Binary

Olescoic]

@ Any

—Protocol
@ Any O Asvyne O Bisvne
QHTTP O S&H

O FTP O Secure FTP

O ag2 O Business Process
O ENA - O AP

k

I System Messages | Transfer Log l Systerm Log l Scheduler Log l Field Help ]
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File View Tools Help

Zonnect Enterprise Secure Client
: Scheduler Receive

General ] Files ] Freguency ] Command ] Flags l

NOTE: Accept and Store of the server SSH public key during first
successful Validate Connectivity or Connect prevents this Warning.

Farma
(O Text
() Binary

[N s Tt n 1T

ﬂMessage ﬂ

@ VWarning: Far key authentication the site must have {a server public key, a client private key) configured for schedules to execute.

(O FTP (O Secure FTP
(O AS2 (O Business Process
2 8MA O AP

—— o oo J [omea |
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File View Tools Help

Zonnect Enterprise Secure Client
: Scheduler Receive

General ] Files ] Freguency ] Command ] Flags l

NOTE: Accept and Store of the server SSH public key during first
successful Validate Connectivity or Connect prevents this Warning.

Farma
(O Text
() Binary

[N s Tt n 1T

ﬂMessagE ﬂ

@ VWarning: For passwaord authentication the site must have (3 server public key) configured for schedules to execute.

(O FTP (O Secure FTP
(O AS2 (O Business Process
2 8MA O AP

[Tm[ﬁ | oK ||[ Apply H Cancel ]
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File View Tools Help

Zonnect Enterprise Secure Client
:-Echedules

ChiS

State J Schedule J Type J Site J Mext Run J LastRun J Fun Status
[ CMS Daily 0805 send ChS May 31, 2005 8:05:00 ... May 30, 2005 8:05:00 ... Finished

[+ CMS Daily 0810 receive ChMS May 30, 2005 3:10:00 ... nfa Scheduled

[ ree || et |

~Logs
Date J Operatinnj Site J Criginator J Recipient J FileMame J SizeJ Batch ID JEIatn:h Nurri Security J

May 30, 2005 8:05:39 AR sent Chs CMSUSER  CMESUSER  CACMSSFTPTest G624 Testl #o zsh =ftp
May 29, 2005 3:28:09 P sent Chs CMSUSER  nfa CADocuments and Settin... 622, Macey. ppt#7 ssh siip
May 29, 2005 3:25:49 P sent Chs CMSUSER  nfa ChDocuments and Settin... 236, Macey.d... #6 g5k sftp
May 289, 20058 3:02:57 PM received CM3 CMSUSER CMSUSER CAProgram Files\Sterlin... 312 Testl #4 ssh sfip
Bdone 0 OO0 00T Phd oot i 1 L= ~hC ISER 2T k=1 TS E TP Ta ot bt 1T Taot L) ook oftn
Wiey |A|ITransfers E]H Wiew, . H Refresh ]

System Messages ] Transfer Log I Systerm Log l Scheduler Log l Field Help
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File View Tools Help

Zonnect Enterprise Secure Client
:-Echedules

ChiS

State J Schedule J Type J Site J Mext Run J LastRun J Run Status
[ CMS Daily 0805 send ChS May 31, 2005 8:05:00 ... May 30, 2005 8:05:00 ... Finished
[+ CMS Daily 0810 receive ChMS May 30, 2005 3:10:00 ... nfa Running

[ ree || et |

~Logs
Date J Operatinnj Site J Criginator J Recipient J FileMame J SizeJ Batch ID JEIatn:h Nurri Security J

May 30, 2005 8:05:39 AR sent Chs CMSUSER  CMESUSER  CACMSSFTPTest G624 Testl #o zsh =ftp
May 29, 2005 3:28:09 P sent Chs CMSUSER  nfa CADocuments and Settin... 622, Macey. ppt#7 ssh siip
May 29, 2005 3:25:49 P sent Chs CMSUSER  nfa ChDocuments and Settin... 236, Macey.d... #6 g5k sftp
May 289, 20058 3:02:57 PM received CM3 CMSUSER CMSUSER CAProgram Files\Sterlin... 312 Testl #4 ssh sfip
Bdone 0 OO0 00T Phd oot i 1 L= ~hC ISER 2T k=1 TS E TP Ta ot bt 1T Taot L) ook oftn
Wiey |A|ITransfers E]H Wiew, . H Refresh ]

System Messages ] Transfer Lag I Systerm Log l Scheduler Log l Field Help

zer .|




ﬂSterIing Commerce == x|
File View Tools Help

Zonnect Enterprise Secure Client
:-Echedules

ChiS

State J Schedule J Type J Site J Mext Run J LastRun J Run Status
[ CMS Daily 0805 send ChS May 31, 2005 8:05:00 ... May 30, 2005 8:05:00 ... Finished

[+ CMS Daily 0810 receive ChMS May 31, 2005 8:10:00 ... May 30, 20045 8:10:00 ... Finished

~Logs
Date J Operatinnj Site J Criginator J Recipient J FileMame J SizeJ Batch ID JEIatn:h Nurri Security J

May 30, 2005 8:11:01 AM received CMS CMSUSER CMEUSER CAProgram Files\Sterlin... 624 Testl #0 ssh sfip
ey 30, 2005 8:05:39 Ah sent Chs CMSUSER  CMSUSER CACMESFTPTest] 24 Testl #a ssh sftp
May 29, 2005 3:28:09 PM sent Chs CMSUSER  nfa ChDocuments and Settin... 622, Macey.ppt #7 g5k sftp
May 269, 2005 3:25:49 PM sent ChM3 CMSUSER  nia CiDocuments and Settin... 236... Macey.d... #6 ssh sfip
hdone 30 2005 3-02-5T Phd o oivar i~hdS TS ICER i~ [ SER TP rorrarn FilaciStarlin 217 Toct b LY coh ofth
Wiey |A|ITransfers E]‘ | Wiew, . | || Refresh "

System Messages ] Transfer Lag I Systerm Log l Scheduler Log l Field Help

zer .|




ﬂSterIing Commerce
LU I Test1 - Notepad

ConnectEnte File Edit Farmat View Help

=10 x|

(SiteSI s TeST 1

_MS TEST
_MS TEST
_MS TEST
_MS TEST
_MS TEST
M= TEST
M= TEST
M TEST
_MS TEST
M TEST
M TEST
M TEST
_MS TEST
_MS TEST
_MS TEST
_MS TEST
_MS TEST
M= TEST
M TEST
_MZ TEST
_MS TEST
M TEST
M TEST
_MS TEST
TEST

e e e e e e e ey e e e sl sl el el el el

Results of sent View.

== %]

Help

F

J Run Status

.. Finished
. Finished

Date

JOperatinnJ

Site

J Criginator J Recipient J FileMame J SizeJ Batch IDJEIatn:h Nurri Securitg.rJ

hhay 30, 2005 3:11:01 A

hiay 30, 2005 §:05:349 AM‘— 1
May 29, 2005 3:28:09 PM 2

hdone 30 IO08 2035 T BPhd

received
sent
sent
sent

rocaivan]

ChiS
ChS
ChS

ChtS
fad 1=

CMSUSER
CMSLUISER
CMSUSER

CMSUSER
fad ¥ I=] W =] ==

CMEUSER CAProgram Files\Sterlin.., 624
CMSUSER  CAMCMESSFTRTest G24

hia ChDacuments and Settin... 622,
nfa CiDocuments and Settin... 236..

~hiC] ISER P ranrarn FilaciStarlin 217

Testl #0
Testl #4
Macey ppt#7

Macey.d... #6
Tocotd b LY

ssh sfip
ssh siip
g5k sftp
ssh sfip

coh oftk

May 29, 2005 3:25:49 Phd ‘

ey |A|ITransfers EH Wiew. . H Fefresh ]

I System Messages ] Transfer Lag i Systerm Log l Scheduler Log l Field Help
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ﬂSterIing Commerce
AU I Test1 - Notepad

ConnectEnte File  Edit

Format

Wiew Help

=10 %]

SHESI (o TEST

_MS TEST
_MS TEST
_MS TEST
_MS TEST
_MS TEST
M= TEST
M= TEST
M= TEST
M TEST
M TEST
_MZ TEST
_MS TEST
_MS TEST
M TEST
M TEST
M TEST
M TEST
M TEST
_MS TEST
_MS TEST
_MS TEST
_MS TEST
_MS TEST
_MS TEST
TEST

_MS

FPRRPPEPRPPERPERPRERPRERPRERPRERRERRERRRRRER

Results of received View.

== %]

Help

F

]

Fun Status

.. Finished
. Finished

Date

| operation |

Site

| oOriginator | Recipient |

FileMNarme | size | Batch 1D [Batch Murd Security |

hiay 30, 2005 8:11:01 A
hiay 30, 2005 8:05:39 Al

oy 29, 2005 3:28:09 P
oy 29, 2005 3:25:49 P

hdose 33 2O0/ 205 T Phd

1

2

received
sent
sent
sent

rorcoivar

ChS
ChMS
ChME

ChiS
Chd S

CM3USER
CM3USER
CMSUSER

CMSUSER
fad ¥ (=1 W [=1=]=]

CMSLUISER
CMSUSER
nfa

nfa
RS ICSER

CAProgram Files\Sterlin...
CACMSSFTPTest]
CADocuments and Settin...
CADocuments and Settin...

AP ronrarn FilaciStarlin

24
24

G22...
236...

217

Testl #a
Testl #a
Macey.ppt #7
Macey.d... #6

Tocti )

ssh sfip
ssh sftp
ssh sfip
ssh sfip

coh oftn

ey |A|ITransfers EH Wiew, ., H Refresh ]
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ﬂSterIing Commerce == x|
File View Tools Help

Zonnect Enterprise Secure Client
~Transfers

[ Transfar i Directory Filter ] Advanced Send
—Local Host

|C:1Dncuments and Settingsijhawkins\hly DocumentsiAssignments\ActiveldCMSWMacey. ppt

D Macey ppt

D Macey.rf

D Management Bands.jpg

D MBDSS Con Ops 2005-03-28.doc
D Phase 2.jpg

D port-numbers . td

| ) Secure FTP Client.ppt

NOTE: No Test1 available to receive because already received and not Multi-transmit.

e [7] [ =a
~Remaote Host: cma+

UserDiMailboxD|  BatchMNum | BatchSize | BathiD | Date | Permissions | File Type | Batch Originator
CMSUSER #2 260 junk May 28, 2005 01:28 AM  Available Astil cdadmin
CMSUSER #3 22191104 CE[1]'W_Secur.. May 29, 2005 0210 PM  Available Binary CMSUSER
CMSUSER #5 236544 Macey.doc May 28, 2005 03:24 PM  Available Astil CMSUSER
CMSUSER #7 6220800 Macey.ppt May 28, 2005 03:24 PM  Available Astil CMSUSER

[ Use dir filter

#istart| | & (0] @

System Messages ] Transfer Lag i Systerm Log l Scheduler Log l Field Help ]

Jl | Sterling... |0]inbox-Mi.. | |3 Micrasoft ... |;£1I3.2EI.42....| ) Testt - Mo..,| W Testt -no... | 0 Testt - ma... | | &

~Logs
Date J Operatinnj Site J Criginator J Recipient J FileMame J Sizej Batch ID JEIatn:h Nurd Security J

May 30, 2005 8:11:01 A received CWMS CMSUSER CMSUSER CAProgram Files\Sterlin... 624 Testl #0 ssh sftp
ey 30, 2005 8:05:39 Ah sent Chs CMSUSER  CMSUSER CACMESFTPTest] 24 Testl #a ssh sftp
May 29, 2005 3:28:09 PM sent Chs CMSUSER  nfa ChDocuments and Settin... 622, Macey.ppt #7 g5k sftp
May 269, 2005 3:25:49 PM sent ChM3 CMSUSER  nia CiDocuments and Settin... 236... Macey.d... #6 ssh sfip
hdone 30 2005 3-02-5T Phd o oivar i~hdS TS ICER i~ [ SER TP rorrarn FilaciStarlin 217 Toct b LY coh ofth
Wiey |A|ITransfers EH Wiew, . H Refresh ] *

[Manday, May 30, 2005

o |0 T a6 am
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File View Tools Help
Zonnect Enterprise Secure Client
O [ Transfer | Directary Filter ] Advanced Send
—Local Host
|CACMSSFTPTests b
L] Tests td
L) UI_MAILFILE 1
! L) UI_MAILFILE.2
: L] UI_MAILFILE.3
. D cmsthawtecrt. bd
. D cmsthawtecsr.td
: @ ) CMUCWIN
e freremt 1] [=n
MoTransmit
|| Remote Host CM3—— {Transmit
Multi-transmit
Option Description
. Multi-transmit Allows the recipient to transmit the file an unlimited number of times.
i Transmit Allows the recipient to transmit the file only one time.
No transmit Prevents the recipient from transmitting the file again.
MM e
= ———
‘-| Refresh | [+ Use dir filter
Help Exit ——

I System Messages | Transfer Log l Systerm Log l Scheduler Log l Field Help

Administrator .|
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File View Tools Help
Zonnect Enterprise Secure Client
O [ Transfer | Directary Filter ] Advanced Send
—Local Host
|CACMSSFTPTests b
L] Tests b
) UI_MAILFILE.1

: L) UI_MAILFILE.2

: L] UI_MAILFILE.3

. D cmsthawtecrt. bd

. D cmsthawtecsr.td

: @ [J CMUCWIN

| Tranemi 7] CHD [Wreoe] 2 =

N——""""""""++ Tet

- || Remote Host: CM3 Binary

: 1

: This procedure sets binary mode as the default file type for all send and receive operations. For

' Connect:Enterprise servers, the receive mode is automatically determined using batch flags. This

sets the default behavior. You can override this value when sending the file.
MM e
‘i| —| ¥ Use dir filt
Refresh Se alrmier
Help Exit ——

I System Messages | Transfer Log l Systerm Log l Scheduler Log l Field Help
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File View Tools
Zonnect Enterprise Secure Client

_‘
k

Help Exit

~Transfers

== %]

Help

—Local Host

[ Transfar | Directory Filter ] Advanced Send

|C:1Dncuments and Settingsijhawkins\hly DocumentsiAssignments\ActiveldCMSWMacey. ppt

D Macey ppt

D Macey.rf

D Management Bands.jpg

D MBDSS Con Ops 2005-03-28.doc
D Phase 2.jpg

D port-numbers . td

L) Secure FTP Client ==

[ establish connection x|

|Tran5mit E]J | . Feceive | m

~Remote Host, CMS

,,,,,,,,,,,,, @ comertoncammions

*

‘i| Refresh | ¥ Use dir filter

May 30, 2005
May 30, 2005
Maw 30, 2005
May 30, 2005
May 30, 2005

14:20:
14:20:
14:20:
14:20:
14:20:

35H: authentication complete.

35H: Password authentication passed - site: CM3, user: CHM3IUSER

33H Client authentication done, site: CM3, host: localhost, port: 10022

53H AFTP channel iz created, =ite: CM3, host: localhost, port: 10022, server prod id: 2, serwer prod wer:
Comnected to 33H Jerver site: CHM3, host: localhost, port: 10022

Z.2.00

I System Messages | Transfer Log l Systerm Log l Scheduler Log l Field Help
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File \iew Tools 1 Help
Zonnect Enterprise Secure Client
SEER ooV
(@) Transfer | Directory Filter | Advanced Send
—File Flags -
Batch 1D | |
MailboxID:  |CMSUSER <= 2 |
. Originator D | |
Batch Mumber: | |
~Creation Date
. Fram Date:
Al |3 [Mayze2005=] [0 [=]: [0 [=]
To Diate:
A |0 [wayze, 2005 ] [0 [ o []
—Process Flags
| Available [+]  [lanore remote [+]
(Mot deleted [+]  [Matincarnplete [~]
: lgnare offline [+]  [lgnore multi-transmit [~]
llgnore extracted [+]  |Mottransmitted [~]
=L Protacol: |Any [v] Transferred As: |Any -] -
Delete
Directory ” Sane ” Cancel ” Restore Defaults
Help Exit

I System Messages | Transfer Log l Systerm Log l Scheduler Log l Field Help

Administrator .|
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File View Tools
Zonnect Enterprise Secure Client

== %]

Help

(@) Transfer | Directory Filter | Advanced Send
—File Flags -
Batch 1D | |
Mailbox1D:  |CMSUSER |
. Originator D | |
Batch Mumber: | |
~Creation Date
. Fram Date:
Al |3 [Mayze2005=] [0 [=]: [0 [=]
: To Diate:
A |0 [wayze, 2005 ] [0 [ o []
—Process Flags
Available [~] |Ign|:|re rernote E]|
lgnore availability [Not incomplete =]
: Available [ . - ]
Unavailahle gnare multi-transmi
[Tanore extracted =] |Mottransmitted [~]
=L Protacol: |Any [v] Transferred As: |Any -] -
|
Directory ] ’ Sane ] ’ Cancel ] ’ Restore Defaults
Help Exit

I System Messages | Transfer Log l Systerm Log l Scheduler Log l Field Help
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File View Tools Help
Zonnect Enterprise Secure Client
(@) Transfer | Directory Filter | Advanced Send
—File Flags -
Batch 1D | |
Mailbox1D:  |CMSUSER |
. Originator D | |
Batch Mumber: | |
~Creation Date
. Fram Date:
Al |3 [Mayze2005=] [0 [=]: [0 [=]
: To Diate:
A |0 [wayze, 2005 ] [0 [ o []
—Process Flags
| Available [+]  [lanore remote [+]
Mot deleted [«]  [Matincarnplete [~]
: lgnore deleted lgnore multi-transmit [~]
Deleted |N = o E]|
Mot deleted Lreeme
=L Protocol:  |Any [v] Transferred As: |Any -] -
Delete
Directory ] ’ Sane ] ’ Cancel ] ’ Restore Defaults
Help Exit

I System Messages | Transfer Log l Systerm Log l Scheduler Log l Field Help
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File View Tools

Zonnect Enterprise Secure Client
~Transfers

== %]

Help

Stes
]
(@) Transfer | Directory Filter | Advanced Send
—File Flags
Batch 1D |
Mailbox 1D |CMSUBER
. Originator D |
Batch Murmber: |
—Creation Date
. From Date:
Al |3 [Mayze2005=] [0 [=]: [0 [=]
. To Date:
Al 1O [Mayz6 2005 =] [0 [=]: 0[]
—Process Flags
[vailable
[Not delsted
: ||Ign|3re offline
lgnaore offline
Added offline

= P roTacoT ATy

[+]  [lanore remote =]
[+]  [Matincarnplete =]
[«]  [lgnare multi-transmit ]
|Nnttran5mined E]|
Mot added offline
[ Transferred As: |Anﬁ; E]|

Delete

Directory ” Sane ” Cancel ” Restore Defaults

Help Exit

| bew J| e« |

I System Messages | Transfer Log l Systerm Log l Scheduler Log l Field Help
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File View Tools Help
Zonnect Enterprise Secure Client
(@) Transfer | Directory Filter | Advanced Send
—File Flags -
Batch 1D | |
Mailbox1D:  |CMSUSER |
. Originator D | |
Batch Mumber: | |
Creation Date
. Fram Date:
Al |3 [Mayze2005=] [0 [=]: [0 [=]
: To Date:
|0 [may 26,2005 [£] b =]: v [
—Process Flags
| Available [+]  [lanore remote [+]
(Mot deleted [+]  [Matincarnplete [~]
: lgnare offline [+]  [lgnore multi-transmit [~]
||Ign|3re extracted [[=]1 |Nnttran5mined E]|
L |lgnore extracted
MNewyy proAtracted ansierred Az |Any [~] S
Mot extracted
Delete
‘ Directory ] ’ Sane ] ’ Cancel ] ’ Restore Defaults
Help Exit

I System Messages | Transfer Log l Systerm Log l Scheduler Log l Field Help
Administrator .|
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File View Tools Help
Zonnect Enterprise Secure Client
(@) Transfer | Directory Filter | Advanced Send
—File Flags -
Batch 1D | |
Mailbox1D:  |CMSUSER |
. Originator D | |
Batch Mumber: | |
Creation Date
. Fram Date:
Al |3 [Mayze2005=] [0 [=]: [0 [=]
: To Diate:
A |0 [wayze, 2005 ] [0 [ o []
—Process Flags
|Avai|ah|e E]| lgnore rernote (=]
Mot deleted [v] |unoreremote
E || pp—— E]| Collected remaote
d Mot collected remaote
llgnore extracted [+] [Fetfransmitted =]
=L Protacol: |Any [v] Transferred As: |Any -] -
Delete
Directory ] ’ Sane ] ’ Cancel ] ’ Restore Defaults
Help Exit

I System Messages | Transfer Log l Systerm Log l Scheduler Log l Field Help
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_15]x

File View Tools Help
Zonnect Enterprise Secure Client
(@) Transfer | Directory Filter | Advanced Send
—File Flags -
Batch 1D | |
Mailbox1D:  |CMSUSER |
. Originator D | |
Batch Mumber: | |
~Creation Date
. Fram Date:
Al |3 [Mayze2005=] [0 [=]: [0 [=]
: To Diate:
A |0 [wayze, 2005 ] [0 [ o []
—Process Flags
| Available [+]  [lanore remote [+]
(Mot deleted [+]  [Motincarnplete [«]
: (lgnore offine [v] [@noreincomplete
Incamplete
llgnore extracted ] Not incomalete
=L Protacol: |Any [v] Transferred As: |Any -] -
Delete
Directory ” Sane ” Cancel ” Restore Defaults
Help Exit

I System Messages | Transfer Log l Systerm Log l Scheduler Log l Field Help
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File View Tools

Zonnect Enterprise Secure Client
~Transfers

Stes
¥
(@) Transfer | Directory Filter | Advanced Send
—File Flags -
Batch 1D | |
Mailbox1D:  |CMSUSER |
. Originator D | |
Batch Mumber: | |
~Creation Date
. Fram Date:
Al |3 [Mayze2005=] [0 [=]: [0 [=]
To Diate:
A |0 [wayze, 2005 ] [0 [ o []
—Process Flags
| Available [+]  [lanore remote [+]
(Mot deleted [+]  [Matincarnplete [~]
: |Ignnre offline E]| @nnre multi-transmit [[=]
|Ignnre gxtracted E]| lgnore multi-transmit
Multi-transrmit [ |

Mot multi-transmit
MNewyy Protocol;  |Any [+] Transtemerms—TAmy R

Help

Delete

| bew J| e« |

Directory ” Sane ” Cancel ” Restore Defaults

Help Exit

I System Messages | Transfer Log l Systerm Log l Scheduler Log l Field Help
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File View Tools Help
Zonnect Enterprise Secure Client
(@) Transfer | Directory Filter | Advanced Send
—File Flags -
Batch 1D | |
Mailbox1D:  |CMSUSER |
. Originator D | |
Batch Mumber: | |
Creation Date
. Fram Date:
Al |3 [Mayze2005=] [0 [=]: [0 [=]
: To Date:
|0 [may 26,2005 [£] b =]: v [
—Process Flags
| Available [+]  [lanore remote [+]
(Mot deleted [+]  [Matincarnplete [~]
: lgnare offline [+]  [lgnore multi-transmit [~]
|Ignnre extracted E]| ||Nnttran5mitted [[=]
lgnare transmitted |
W Pratocal:; |Anﬁ; E]| TranSTransmiﬁed =
Mot transmitted
Delete
Directory ” Sane ” Cancel ” Restore Defaults
Help Exit

I System Messages | Transfer Log l Systerm Log l Scheduler Log l Field Help
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File View Tools
Zonnect Enterprise Secure Client

== %]

Help

~Transfers

N
b
(@) Transfer | Directory Filter | Advanced Send
~File Flags
Batch 1D |
Mailkbox 10 |CMBUBER
. Originator D |
Batch Mumber: |
~Creation Date
. Fram Date:
|| |0 [Mayze 2005 7] [0 [F]: [0
: To Diate:
Al |0 [mayze, 2005 =] [0 [=] - [o
—Process Flags
[vailable
[Not deleted
: |Ignnre offling
llgnore extracted

&
]
[+]  [lanore remote [+]
[+]  [Matincarnplete [~]
[+]  [lgnore multi-transmit [~]
[+]  |Mottransmitted [~]
M e Protacol: [Any [~] Transferred As: [Any -] =
Ay af
Delete
ASYNC ’ Cancel ” Restore Defaults
Help Exit Bizyne
FTP -------------------------------------
Secure FTP
HTTP
AS2
S5H
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File View Tools
Zonnect Enterprise Secure Client

== %]

Help

Transfer | Directory Filter | Advanced Send

~File Flags

Batch 1D |

Mailbiox 10 |CM5UBER

Originator D |

Batch Mumber: |

Creation Date
From Date:

O | May 26, 2005 [=] [0
To Date:

O [ May 26, 2005 [=] [0

][0

[ o[-

—Process Flags

| Available

-]

|Ign|:|re rernote

-]

(Mot deleted

-]

|Nntincnmp|ete

-]

|Ignnre offling

-]

|Ign|:|re multi-transmit

-]

llgnore extracted

-]

Mot transmitted

-]

[ ey

Delete

Help Exit

| bew J| e« |

-

Protocol: |Pxnﬁf E]| Transferred As: |l”\n3f [=]
Ay
Directory ” Save ” Cancel ][TE!HT
Binary
.................................................................. EECD'C
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Administratar




ﬂSterIing Commerce == x|
File View Tools Help
Zonnect Enterprise Secure Client

~Transfers

Sites
b
Q Transfer ] Directory Filter | Advanced Send
5 Teats CACMSSFTRITests b
) Test2td
L) Testat
L) Testd bt
. L) Testst 4- 1 2 [ Remove ” Remuove All ]
Filename: CACMSSFTPTests td
|| BatchiD: |Tests (]| |modis..|
|| Mailbox1Ds:  |CMSUSER |
Groups:
3

I ety +
s T

J
]

Help
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ﬂSterIing Commerce

File View Tools
Zonnect Enterprise Secure Client

== %]

Help

~Transfers

” Remove All ]

[~]| |modis..|

Sites
3
o Transfer ] Directory Filter | Advanced Send
D Test? bd CACMSSFTPITesta td
L) Testat
) Testd.tat
: L) Teststa
AT ™ oy o cu e [ Remove
Filename: CACMSSFTPITests td
|| BatchiD: |Tests.d
|| Mailbox IDs:  |CMSUSER
| Orevee: IO/ x]
: File Edt Format Miew Help
: CMS TEST -
. —MS TEST —
i M5 TEST —
CMS TEST .
MG TEST Results of View.

g
5
g
5
5
M= TEST &
[ ey M= TEST & Ll
] [ranemt__[7] Tot_[7]
Help Exit
rLogs
Date J Operation J Site J Originatar J Recipient J FileMame JBizeJ Batch ID JEIatu:h N..J EEELII’iTy'J
May 30, 2005 2:27:. . sent ChS CMSUSER CMSUSER CACMSSFTPITestA bt 30 Testa td #7 ssh sftp
May 30, 2005 2:26:... sent ChMS CMSUSER CMSUSER CACMSSFTPTestd td M0 Comhinel-4  #6 ssh sftp
Mary 30, 2005 2:26:... sent ChMS CMSUSER CMSUSER CACMSSFTPTestd td M0 Testatd #5 zzh =ftp
May 30, 2005 2:26.... sent 2 WS CMSUSER CMSUSER CACMSESFTPTest2 bt M0 Test2 b #14 zsh sftp
May 30, 2005 2:26.... sent CMa CMSUSER CMSUSER CACMSSFTPTestl bt M2 Testl #13 zsh sfip
May 30, 2005 2:22.... sent ChMa CMSUSER CMSUSER CACMSSFTPTesta bt M0 Testa b #11 zsh sfip
hdone 20 2O05 537 comnt i~hdS ~hC ISR ChC ISER TS S E TR Tactd tut M0 Tarmhinod oA X177 coh offn
ey |A|ITransfers E]‘ ’ Wiew. . ] l Fefresh ]
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File View Tools Help
ConnectEnterprise Secure Client 1

[ Transfar i Directory Filter ] Advanced Send
—Local Host

|C:1Dncuments and Settingsijhawkins\hly DocumentsiAssignments\ActiveldCMSWMacey. ppt

D Macey ppt

D Macey.rf

L) management Bands.jpg

D MBOSS Con Cps 2005-03-28.doc

D Phase 2.jpg 2
L) port-numbers bt +
| ) Secure FTP Client.ppt

fronsmt -] (Wrece] [ oseomen |

~Remote Host, CMS

UserDiMailboxD|  BatchNum | BatchSize | Bateh D | Date | Permissions | File Type | Batch Originator |
CMSUSER #1 260 junk May 29, 2005 0... Unavailahle Ascii CMSLUSER
CMEUSER #2 260 junk May 29, 2005 0... Awailable Ascii cdadmin
CMEUSER #3 22191104 CE[11W _Secur.. May 29, 2005 0... Availahle Binary CMELSER
CMEUSER #4 312 Test May 29, 2005 0... Received Ascil CMELUSER
CMSUSER #a 312 Test May 29, 2005 0... Received Ascil CMELUSER -
¥ Use dirfilter
Help Exit
May 30, 2005 14:29:59 - 35H sending dir comnmand command parm ('s§ ID=CM3TUSER') -

May 30, 2005 14:29:59 - 35H dir command result, number of entries : 17
May 30, 2005 14:30:00 - 33H sending dir command command parm ('$§ ID=CHM3U3IER')
May 30, 2005 14:30:00 - 33H dir command result, number of entries @ 17
May 30, 2005 14:30:01 - 33H sending dir command command parm ('$% ID=CM3USER')
May 30, 2005 14:30:01 - 35%H dir command result, number of entries : 17
May 30, 2005 14:30:0Z2 - 358H sending dir command command parm [ 's§ ID=CH3U3IER')
May 30, 2005 14:30:02 - 353H dir command result, number of entries @ 17
May 30, 2005 14:30:03 - 33H sending dir command command parm ('$$ ID=CHM3UIER')
Mav 30, 2005 14:30:03 - 3%H dir command result, number of entries : 17
Mav 30, 2005 1l4:30:04 - 35H sending dir comnmand command parm ['s§ ID=CM3TUSER')
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